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 SECTION 1   

CHAPTER 1 
 OVERVIEW  
 
Legislative and regulatory requirements for federal agencies to establish and maintain adequate 
internal control programs are not new; they date back almost fifty years.  The historical evolution 
of the internal control program is characterized by a number of key events that have had a 
significant influence on the current program as it operates today.   
 
The Department’s internal control organizational structure provides for the involvement and 
interaction of many personnel; their respective roles and responsibilities help contribute to a 
successful Departmental internal control program.  Management recognizes the importance of 
internal controls to ensure efficient and effective programs and operations within their 
organizations.    
 
BACKGROUND AND AUTHORITY 
 
The Congress, the Office of Management and Budget (OMB), and the Government 
Accountability Office (GAO) have directed agencies to establish and maintain sound internal 
control systems as a primary means of improving accountability, effectiveness and efficiency in 
achieving program goals and objectives, and in preventing fraud, waste, and mismanagement.  
The Department promotes the continuous monitoring of internal controls as part of daily 
program and operations management to strengthen management accountability and enhance and 
improve program performance and operations. 
 
The Federal Managers’ Financial Integrity Act (FMFIA), OMB Circular A-123, “Management’s 
Responsibility for Internal Control,” which was revised December 21, 2004, requires agencies to 
conduct an ongoing review of internal controls and to report annually on the adequacy of 
agencies’ program and operation internal control systems.  Under authority provided by the 
Government Management Reform Act (GMRA), the Department’s annual assurance statement 
on compliance with the FMFIA is incorporated into the Department’s Annual Performance and 
Accountability Report (PAR).  Appendix A to OMB Circular A-123 requires the submission of 
an additional assurance statement as of June 30 each year regarding financial reporting.  The 
Chief Financial Officers (CFO) Act and Government Performance and Results Act (GPRA) 
reinforce the need for having effective internal controls.  Department managers should establish 
environments where internal controls are understood, encouraged, practiced, and implemented. 
 
The basic authority for establishing and maintaining agency controls is established in the 
Accounting and Auditing Act of 1950 (U.S.C. 3512), as amended by the FMFIA. 
 
DEPARTMENT’S GPRA GOAL FOR INTERNAL CONTROL 
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The Department’s overall GPRA goal for the Internal Control Program is twofold: (1) To ensure 
that a sound system of internal controls exists in all programs, organizations, and functions that 
meets the objectives and requirements of FMFIA and OMB Circular A-123, as revised; and, (2) 
To implement an effective, efficient, and systematic approach to assessing internal controls that 
integrates other management improvement initiatives within the Department.  The Department’s 
Management Excellence goal for improved accountability is to obtain an unqualified audit for 
DOI’s eight bureaus, the Departmental offices, and the Department’s consolidated financial 
statements.  The timely correction of identified deficiencies is essential to improving the 
efficiency and effectiveness of DOI’s programs and operations, and to achieving integrity and 
accountability goals.  The current Departmental annual performance measure for internal control 
calls for correction of 100% of audited financial statement and FMFIA material weaknesses on 
schedule each year.  Timely correction of material weaknesses will be accomplished through 
implementation of corrective action plans and more frequent monitoring of bureaus’ progress by 
the Office of Financial Management (PFM), bureau senior management, the Senior Management 
Council, and internal control coordinators (ICCs).  
 
Performance goals and measures are intended to enhance decision making and accountability; 
provide information on how a program is operating; and relate program results to organization or 
program mission, goals, and objectives.  The Department’s annual performance goal reflects 
these objectives and promotes management accountability as required by the GPRA.  
 
ORGANIZATIONAL STRUCTURE 
 
DOI has established an integrated organizational structure to implement the Internal Control 
Program.  This structure starts with the Secretary, descends to the program assistant secretary, to 
the bureau director, and finally to the program manager.  Roles and responsibilities of key 
components of the Internal Control Program are described below. 
 
ROLES AND RESPONSIBILITIES 
 
The Secretary - establishes internal policy direction for the Internal Control Program, issues an 
assurance statement on financial reporting in June of each year, which is updated in September, 
and submits the annual Performance and Accountability Report to the President and the 
Congress, which includes an annual assurance statement on FMFIA, in November of each year. 
 
The Assistant Secretary-Policy, Management and Budget (Assistant Secretary-PMB) and 
Chief Financial Officer (CFO) - has operational responsibility for the Internal Control 
Program.  The Chief Financial Officers Act of 1990 placed responsibility for internal controls 
with the agency CFO to ensure the Department's compliance with OMB Circulars A-123 and A-
127, the FMFIA, the CFO Act, the FFMIA, and the GPRA.  
 
 
 
Inspector General (OIG) – is responsible for performing routine evaluations of internal controls 
within the scope of internal audits, as part of the OIG overall program of audits and 
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investigations, and reporting the results in its audit reports.  In addition, the OIG annually 
reviews bureaus' administrative and accounting controls as part of its financial statement audits. 
 
Program Assistant Secretaries/Solicitor – Program assistant secretaries and the Solicitor have 
responsibility over the various bureau programs within their purview, and are encouraged to 
establish internal control and audit follow-up councils or oversight groups in their respective 
organizations to coordinate and monitor the internal control and audit follow-up requirements for 
their bureaus’ programs.  Such councils or oversight groups may be used to implement the 
responsibilities for internal control which, at a minimum, are:  (1) Institutionalizing the internal 
control process within their organizations; (2) Establishing priorities in identifying, correcting 
and reporting of internal control material weaknesses and accounting non-conformances; (3) 
Ensuring that funding to correct identified deficiencies is addressed in the budget formulation 
and execution process; and (4) Establishing a quality assurance process that permits the 
responsible official to provide reasonable assurance to the Secretary that the objectives of the 
FMFIA are being achieved.  Program assistant secretaries also have Department-wide 
responsibilities for internal control as members of the Senior Management Council.  Specific 
duties of the Council are defined in this section. 

Bureau and Office Heads – Bureau heads and/or senior-level management officials are 
responsible for establishing and maintaining the system of internal control within their 
bureaus/offices.  This includes determining that the system of control is consistent with standards 
prescribed in OMB Circular A-123, which are drawn in large part from GAO's “Standards for 
Internal Control in the Federal Government.”  This also includes determining that the systems of 
control are functioning as intended; properly documented, modifying the control systems, as 
appropriate, for changes required; and ensuring that the type, number and quality of control 
evaluations conducted are sufficient to provide assurance in disclosing the existence of any 
internal control weakness and/or accounting systems non-conformance.  Bureau heads are also 
responsible for: 

• Determining on an annual basis which programs or administrative functions should be 
subject to a formal review in order to supplement management's judgment as to the 
adequacy of internal controls; 

• Ensuring internal control guidelines issued by the Departmental Offices of Financial 
Management, Acquisition Management (PAM), Chief Information Officer (OCIO), and 
other Departmental offices are implemented; 

• Allocating adequate resources to evaluate their systems of control; 
• Developing procedures, documentation, training, and reporting requirement necessary to 

review, establish, maintain, test, improve, and report on control systems within their 
bureau programs and operations; 

• Reporting to the Assistant Secretary-PMB and the Senior Management Council, in 
consultation with their Assistant Secretary, internal control deficiencies identified in audit 
reports, internal reviews, and from other sources; 

• Specify employee accountability by including program specific internal control elements 
and standards in all managers' performance evaluations; and 
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• Ensuring timely correction and validation of all identified program and operational 
deficiencies whether material and/or nonmaterial;  

Program Managers – Are responsible for insuring compliance with requirements for internal 
controls for their programs.  Specifically, they must undertake within their programs, the duties 
listed above for bureau directors and office heads. 
  
Senior Management Council (SMC) - within DOI, the responsibilities of the Senior 
Management Council are implemented by the DOI Internal Control and Audit Follow-up 
Council which is chaired by the Assistant Secretary-PMB and is comprised of all program 
assistant secretaries, the Solicitor, the Inspector General (ex officio), Deputy Assistant Secretary 
for Business Management and Wildland Fire, the Chief Information Officer, and Senior 
Procurement Executive.  The Council provides senior-level oversight of the Internal Control and 
Audit Follow-Up programs, resolves issues related to both programs, and decides reporting 
issues for the Department’s Annual Performance and Accountability Report.  Specifically, the 
council will: 
 

• Ensure DOI’s commitment to an appropriate internal control environment; 
• Approve DOI’s implementation plan for assessing and reporting on internal controls over 

financial reporting; 
• Assess and monitor correction of deficiencies in internal control; 
• Identify and ensure correction of systemic weaknesses; 
• Review and approve management’s annual assertion on effectiveness of internal controls 

over financial reporting;  
• Recommend to the Assistant Secretary-PMB which control deficiencies are material to 

disclose in the annual FMFIA assurance statement and PAR; 
• Oversee implementation of corrective actions related to material weaknesses; and 
• Determine when sufficient action has been taken to declare a reportable condition or 

material weakness corrected. 
 
Senior Assessment Team (SAT) – The  duties of the Senior Assessment Team as defined in 
Circular A-123 are assigned to the DOI Management Initiatives Team (MIT) which is chaired by 
the Assistant Secretary-PMB and comprised primarily of Deputy Assistant Secretaries and 
Bureau Deputy Directors.  Duties of the MIT in implementing the Circular are to: 
 

• Ensure assessment objectives are clearly communicated throughout the agency; 
• Ensure adequate funding and resources are made available to comply with the new 

requirements of the Circular; 
• Ensure assessments are planned, conducted, documented and reported upon in a 

thorough, effective, and timely manner; 
• Identify staff and/or secure contractors to perform assessments; 
• Determine the scope of assessments and materiality thresholds in accordance with the 

new requirements of the revised Circular; and 
• Determine or approve assessment design and methodology for each entity and the 

Department. 
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Office of Financial Management (PFM) is responsible for: (a) Providing staff assistance to the 
Assistant Secretary-PMB and the Senior Management Council; (b) Recommending internal 
control policies and procedures; (c) Providing oversight and guidance to the bureaus/offices 
concerning the review, evaluation, and maintenance of effective controls; (d) managing, 
directing, and evaluating the Department's reporting under OMB Circulars A-123 and A-127, the 
FMFIA, the FFMIA, and the CFO Act.  
 
Office of Acquisition and Property Management (PAM) is responsible for developing and 
issuing control evaluation guidelines for the acquisition, Federal assistance and property 
management functional areas; assessing the results of bureau control evaluations in these areas; 
and providing to PFM annually a summary assessment of the adequacy of bureau controls in 
these functional areas.  PAM is also responsible for overseeing, monitoring, and assessing and 
recommending for approval to PFM the completion of bureau corrective action plans addressing 
acquisition and property management material weaknesses, and advises PFM and Assistant 
Secretary-PMB regarding the closure of bureau/office recommendations.  
 
Office of the Chief Information Officer (OCIO) is responsible for developing and issuing 
control evaluation guidelines for conducting reviews of information technology general support 
systems and major applications; assessing the results of bureau control evaluations in these areas; 
and providing to PFM annually a summary assessment of the adequacy of bureau controls in 
these areas.  OCIO also reviews corrective action plans for identified IT deficiencies, and advises 
PFM and Assistant Secretary-PMB regarding the closure of bureau/office IT recommendations. 
 
Department's Office of Environmental Policy and Compliance (OEP), Office of Human 
Resources (OHR), Office of Civil Rights, and Office of Budget (POB) are responsible for 
issuing guidance to assist bureaus in conducting control evaluations of their respective functional 
areas and correcting identified deficiencies.  
 
Office of Planning and Performance Management (PPP) is responsible for developing and 
issuing guidelines on the preparation of strategic plans, annual performance plans, and annual 
performance reports.  Guidelines include using internal control reviews to fulfill GPRA 
requirements for program evaluations and data verification and validation.  PPP also is 
responsible for review and clearance of GPRA documents prior to publication, and collaboration 
with PFM on the selection of GPRA goals and measures for the Performance and Accountability 
Report.  
 
NOTE:  Several other components, for example Human Resources and Ethics, of the 
Department also play a key role in the management of the internal control processes of the DOI.  
These components include the Chief Financial Officers Council, the Executive Steering 
Committee for the Finance and Business Management System, and the various specialty groups 
that meet regarding specific matters (Finance Officers’ Partnership, Acquisition Council, etc.). 
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See 340 DM 1 (pages 3 to 6) in Exhibit 1 for detailed information on the roles and 
responsibilities of the Assistant Secretary - PMB, Inspector General, Assistant 
Secretaries/Solicitor, Bureau Heads, PMB internal control coordinators and others in the 
Department’s internal control process. 
 
CALENDAR OF EVENTS 
 
A generalized Department-wide calendar for each step of the internal control process is shown in 
Addendum A.  Annual updates to this schedule providing specific due dates are prepared by 
PFM and transmitted in a yearly guidance memorandum to program assistant secretaries, heads 
of bureaus and offices, and internal control coordinators. 
 
INTERNAL CONTROL PROCESS 
 
The Internal Control Program consists of six major components.    
 
1.  Developing and Updating the Annual Internal Control Review Plan 
 
The Internal Control Review  Plan (ICRP) is an annual written plan which summarizes a 
bureau’s components; identifies the relative priority ranking of each component (high, medium, 
or low risk activity); establishes the type of control evaluation to be conducted and the year in 
which the evaluation is to be completed; and fixes the responsibility for conducting the 
evaluation as planned.  This plan provides a system for verifying and maintaining key controls in 
the Department’s processes through careful planning, continued inspection, and corrective action 
where required. 
 
2.  Conducting Internal Control Assessments 
 
An Internal Control Assessment is a systematic and comprehensive evaluation of a system to 
determine whether the internal controls are adequate to provide reasonable assurance of meeting 
the component’s objectives efficiently and effectively while safeguarding government resources. 
All internal control assessments require testing to determine compliance with GAO control 
standards.  The Department uses two types of control evaluation: the Internal Control Review 
(ICR) and the Alternative Internal Control Review (AICR).  Emphasis should be placed upon 
using the type of review which best provides assurance that the control is in place and working 
effectively. 
  
An Internal Control Review is an evaluation of key internal controls over all significant areas or 
activities of a component to determine if they are operating as intended.  These evaluations must 
be supported by documentation, i.e., the individual(s) who conducted the testing and the date, the 
methods used to test the controls, controls tested, sample items, results, any deficiencies 
detected, and corrective action(s) taken. 
 
An Alternative Internal Control Review provides the opportunity to narrow the scope of the 
review and focus attention on areas or activities of a component which have the highest potential 
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for ineffective or inefficient operation or loss of government resources.  Examples of an AICR 
include OIG and GAO audit reports, program evaluations, GPRA annual assessments, 
Congressional reports, bureau internal studies relating to operations, and reviews of financial 
systems and applications. 
 
The Department’s automated assessment tool can be a more efficient and less resource intensive 
alternative to a traditional internal control assessment.  The automated approach utilizes standard 
assessment templates for common administrative programs and functions along with 
supplemental procedures, as necessary (see Chapter 2 for more information on the automated 
assessment approach). 
 
3.  Monitoring Quality Control Over Evaluations 
 
The quality control process includes all internal control evaluations including AICRs, ICRs, and 
Departmental Functional Reviews (DFRs).  This involves verifying and maintaining a desired 
level of quality by careful planning, continued inspection, and corrective action where required.  
Quality control can be accomplished through the use of the following tools: 
 

a. Review Tracking System 
b. Internal Control Review Committee 
c.  Peer Review 
d. OIG/GAO Audit 
e. Internal Control Coordinators  

 
4.  Developing and Implementing Corrective Actions 
 
The determination of weakness materiality is at the discretion of Bureau management.  
Following the identification of weaknesses during the internal control assessment, material 
weakness corrective action plans must be developed and implemented.  The culmination of the 
internal control process is not the preparation of evaluation reports; it is the improvement of 
program and functional services through the timely correction of control weaknesses.  There are 
five types of control weaknesses:  
 
 Internal Control Deficiency - Exists when the design or operation of a control does not 
 allow management or employees, in the normal course of performing their assigned 
 functions, to prevent or detect misstatements on a timely basis. 
 

Reportable Condition – A control deficiency or combination of control deficiencies that 
in management’s judgment should be communicated because they represent significant 
weaknesses in the design or operation of internal control that could adversely affect the 
organization’s ability to meet its internal control objectives.  

 
While there is no requirement to report to the next higher management level, reportable  
conditions must be corrected and monitored.  If the agency head determines the  
deficiency to be significant enough to be reported outside the agency, it shall be 
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 considered a material weakness and must be reported and tracked.  
 

Material weaknesses – A reportable condition, or combination of reportable  
conditions, that results in more than a remote likelihood that a material misstatement of 
the financial statements, or other significant financial reports, will not be prevented or 
detected.  The two types of material weaknesses are: 
 

• FMFIA overall – Reportable conditions in which the agency head determines to 
be significant enough to report outside of the agency. 

 
• Financial reporting – Reportable condition, or combination of reportable 

conditions, that results in more than a remote likelihood that a material 
misstatement of the financial statements, or other significant financial reports, will 
not be prevented or detected. 

 
Non-conformance - A condition in which financial management systems do not 
substantially conform to financial systems requirements.  Financial management systems 
include both financial and financially-related (or mixed) systems.  The OIG often terms 
this as a Non-compliance issue.  

 
Non-material weaknesses - Control problems that can be corrected at the bureau level 
without the approval or attention of the next higher level of management. 
 

The annual reporting of material weaknesses should comply with the format specified by PFM. 
Types of material weaknesses, at a minimum, to be included in the report are: 
 

• Conditions which could lead to substantial damage or loss of a significant public asset or 
natural, biological, cultural or historical resource; 

• Conditions which significantly impair the fulfillment of the Department’s or Bureau’s 
mission; 

• Conditions which indicate systemic deficiencies across bureaus or in the Department’s 
central support systems; 

• Conditions that could lead to inaccurate or incomplete information being provided in 
areas of major importance to operations or policy; 

• Conditions which result in an audit qualification on a financial statement; 
• Waste, Fraud, and Abuse:  An inherent program or administrative functional material 

weakness that makes the program or activity susceptible to fraud, waste and abuse; 
• Inability to Carry Out Your Mission:  A systemic deficiency caused by ineffective 

program or management support, financial systems, policies, and/or procedures 
established by a bureau or reporting entity to carry out a major program or administrative 
function; 

• Health and Safety:  A material weakness that is seriously detrimental to the public health 
or safety, a program or administrative activity, service delivery, national security, 
economic growth, privacy, or citizen’s rights; and/or 
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• System Security:  A material weakness that could result in significantly impaired service, 
program failure, significantly reduced program effectiveness or efficiency, public injury 
or loss of life, unreliable decision-making data, reduced confidence in government, and 
unauthorized disclosure, manipulation or misuse of sensitive information such as 
personal, financial management, or programmatic data maintained in computerized 
systems. 

 
Bureaus must establish and maintain a follow-up system, record and track material and non-
material weaknesses and non-conformance corrective actions, and monitor related progress 
against scheduled completion dates. 
 
5.  Reporting   
 
Preparing and Issuing an Annual Assurance Statement on Financial Reporting 
 
The Annual Assurance Statement for Internal Control over Financial Reporting is required 
beginning in fiscal year 2006.  This assurance statement is a subset of the overall Statement of 
Assurance (item 6) and is based on the results of management’s assessment as of June 30, 
conducted in accordance with the requirements of OMB’s Circular A-123, Appendix A.  Any 
changes to the conditions reported in the as of the June 30 Assurance Statement, whether positive 
(corrected weakness) or negative (additional identified weakness), is to be reported on an 
updated statement as of September 30. 
 
Preparing and Issuing an Annual Assurance Statement on Compliance with FMFIA 

 
The Annual Assurance Statement is required in the annual FMFIA reporting process.  Bureau 
and office heads prepare an annual assurance statement that is submitted through their respective 
program Assistant Secretary to the Assistant Secretary – Policy, Management and Budget.  
Bureau assurance statements form the basis for the Secretary’s Annual Assurance Statement 
which is submitted to the President and the Congress as part of the Department’s Annual Report 
on Performance and Accountability (PAR).  Annually, PFM will provide a sample assurance 
statement template. 
 
6.  Verifying and Certifying Corrective Actions 
 
The final component in the Department’s Internal Control Process involves verifying and 
certifying that corrective actions have been taken.  For all non-material control deficiencies, 
reportable conditions, and material weaknesses, the responsible program official is accountable 
for ensuring that planned corrective action(s) are completed and that the identified weaknesses or 
non-conformances are resolved. This certification should be incorporated into the bureau internal 
Corrective Action Tracking System reporting process.   
 
A more detailed explanation of these steps is provided in later chapters of the handbook. 
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SECTION 1 
C H A P T E R 2 

ANNUAL INTERNAL CONTROL REVIEW PLAN 
 

The first step in the internal control process involves the preparation of an Internal Control 
Review Plan (ICRP).  This plan helps institutionalize the internal control process within the 
bureau by involving all levels of management in its preparation and approval. The ICRP 
represents the bureau schedule for performing financial reporting and programmatic internal 
control assessments for the current fiscal year and/or later years (usually covering a five-year 
period, but some reviews are scheduled annually).  This list includes not only the internal 
assessments described in this section, previously known as management control reviews, but also 
the list of financial statement-related internal controls that will be tested as well (as discussed in 
the next section). 
 
An ICRP must summarize a bureau’s components; identify the relative priority ranking of each 
component as high, medium, or low risk activity; establish the type of control evaluation to be 
conducted and the year in which the evaluation is to be completed; and assign the responsibility 
for conducting the planned evaluation.  The annual review plan may have reviews of key 
controls in the financial areas that do not result in an AICR-like deliverable that is surnamed and 
provided to PFM. 
 
At a minimum, the plan should be updated annually. The update consists of adjusting the plan to 
accommodate Departmental Functional Reviews (DFRs); competitive sourcing; new 
components, programs, or reporting systems; changes in priority; the completion of control 
evaluations and corrective actions; and any additional information available on the status of 
controls. Annual updates should coordinate review activity to avoid redundancy by integrating, 
to the maximum extent possible, internal program, functional, and operational reviews, GPRA 
performance assessments, management studies, OIG and GAO audits, or any other independent 
review efforts. 
 
The ICRP is a useful management tool for monitoring the Internal Control Program.  Stages in 
developing the plan follow. 
 
ESTABLISH AND MAINTAIN COMPONENT INVENTORY 
 
The first stage in preparing the ICRP is to establish and maintain an inventory of bureau 
components.  Internal controls should be designed to provide reasonable assurance regarding 
prevention or prompt detection of unauthorized use or disposition of assets.  As a result, 
management is responsible for developing internal control components which provide an 
accurate reflection of financial reporting, program functions, and administrative activities of a 
specific bureau.  Developing and maintaining an inventory of those components is the first stage 
in the review planning process. 
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Definition 
 
A component is defined as a major program, administrative activity, organization, or functional 
subdivision of a bureau or office that requires one or more separate systems of internal controls. 
However, it is suggested that bureaus define their programs and administrative functions along 
budget and financial statement line items or other similar segmentation such as GPRA-defined 
activities for performance assessment and reporting purposes. 
ORVIEW OF THE 
Scope and Size 
 
Components should be properly sized to facilitate internal control assessments.  Each component 
should: 
 

• Contain sufficient information to support management's assertion; 
• Include appropriate representations from officials and personnel responsible for 

monitoring, improving, and assessing internal controls; and 
• Be documented appropriately. 
 

Bureau component inventories should include a specified number of functional components. 
These components are functional activities generic to all bureaus and offices. They are defined 
by PFM as DFRs; however, the internal control assessment guidelines for the functional 
activities are issued by the responsible Assistant Secretary - Policy, Management and Budget 
(Assistant Secretary-PMB) office.  Examples of DFRs include Acquisition Management, 
Information Technology Centers, Cash Management and Debt Collection, Property 
Management, and Travel. 
 
Departmental and PMB offices should include as components only those programs or functions 
for which they have operational, as opposed to discretionary or policymaking, responsibilities. 
 
Annual Update of Inventories 
 
Component inventories should be updated annually before the ICRP is developed.  This annual 
update is to ensure that the inventory: 
 

• Includes all programs, organizations, or financial reporting functions which may 
encompass one or more systems of internal control; 

• Addresses all automated data processing systems, either as a separate component or an 
integral part of a program component; and 

• Breaks out components in such a way that each component could be reviewed in an 
efficient, reasonable, and logical manner. 
 

Changes in budgetary resources assigned to a component or changes in mission may lead to 
consolidation or splitting of a component. Other items to consider when updating the inventory 
are new components, obsolete components, changes in the nature or scope of any components, 
and past experience in handling components. 
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Retention of Documentation 
 
The ICC should maintain the current list of components as supporting documentation. This list 
should include a brief narrative description of each component’s scope. This listing is the basis 
of the Plan. 
 
REVIEW PRIORITY RATINGS (Risk Assessment) 
 
The second stage of the review planning process is to evaluate the risk associated with individual 
components and assign each component an appropriate rating (high, medium, or low risk). 
 
Definition 
 
Risk is defined as the probability of an unwanted occurrence. Evaluation of risk is the 
judgmental review by bureau officials of the susceptibility of all the components to the 
occurrence of waste, loss, unauthorized use, and/or misappropriation.  The bureau/office should 
evaluate management's processes for determining the level of risk related to internal controls 
over programs and financial reporting.  
 
Scope 
 
Ideally, assessments of risk should be completed for all components every year. Since the 
purpose of prioritizing components is to provide a basis for determining the appropriate nature, 
scope, and frequency of reviews, all components at least should be assessed in the established 
cycle. 
 
Process 
 
The review priority rating should be based on total organizational knowledge of the component 
and can be accomplished by gathering knowledgeable staff around a table for discussions about 
the components.  Documentation of the process used and the conclusions reached should be 
retained for a minimum of five years for future reference by bureau officials, PFM, or OIG staff. 
 
To assist in the priority rating process, the Department has designed the Priority Rating 
Worksheet.  The worksheet, Exhibit 1 (or a comparable bureau-designed alternative), should be 
used in gathering relevant information prior to meeting with management officials as well as 
documenting decisions reached during roundtable discussions. 
 
Appropriate consideration should be given to previous control assessments such as audit reports; 
internal control evaluations; the degree and timeliness of correcting known weaknesses; and 
institutional knowledge of the component.  Other considerations in assigning priority rankings 
include factors that would: 
 

• Prevent management from meeting program or financial reporting objectives and goals; 
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• Subject management to unwarranted potential loss of assets and revenues; 
• Cause management to provide unreliable information and reports about the component; 
• Encourage departures from established procedures; and/or 
• Create adverse public opinion. 
  

A component with a material weakness should be rated high until the weakness is corrected. 
 
Items which may be considered when assessing risk and assigning the priority ratings are: 
 

• Control Environment - The control environment is the organizational and structure and 
culture created by management attitude and employees to sustain organizational support 
for effective internal controls. An analysis of the control environment will provide an 
assessment of management's commitment to fostering an organizational tone that is 
conducive to providing a strong and effective control environment.  The factors that 
influence the general control environment are: Define areas of authority and 
responsibility; appropriately delegate the authority and responsibility throughout the 
agency; establish a suitable hierarchy for reporting; support appropriate human capital 
policies for hiring, training, evaluating, counseling, advancing, compensating and 
disciplining personnel; and uphold the need for personnel to possess and maintain the 
proper knowledge and skills to perform assigned duties as well as understand the 
importance of maintaining effective internal controls within the bureau. 

 
• Risk Assessment - Risk assessment is an entity's internal process for identifying, 

analyzing, and managing risk relevant to achieving the objectives of reliable financial 
reporting, safeguarding of assets, and compliance with budget and other laws and 
regulations.  Management should make a thorough identification of all internal and 
external risks that may prevent the organization from meeting objectives.  The major 
factors that affect the risks of a component are: Changes in the operating or statutory 
environment; new personnel who may have a different focus on internal control; new or 
significantly changed information systems; rapid growth of programs which can strain 
controls; new technology; new programs or activities which may introduce new control 
risks; restructurings or budget cutbacks; and adoption of new accounting principles which 
may have an impact on the financial statement.   Identified risks should then be analyzed 
for their potential effect or impact on the agency.  The various types of risks which may 
be identified are:  inherent, control, combined, and/or fraud.  See the Key Terms section 
of the handbook for a description of the various types of risk.   

 
• Control Activities - Control activities include policies, procedures, and mechanisms in 

place to help ensure that agency objectives are met and that management’s assertions in 
financial reporting are valid.  Due to frequent changes in information technology, human 
resources, and program functions, controls should be monitored and adjusted to remain 
effective. 

 
• Information and Communication - Information should be communicated to relevant 

personnel at all levels within an organization.  This communication should not only exist 
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with the organization, but should also encompass communicating with external 
organizations, whether providing information or receiving it.  Management should ensure 
that a system is in place to identify and record pertinent operation and financial 
information relating to internal and external events. 

 
• Monitoring - Monitoring the effectiveness of internal controls should occur in the 

normal course of business.  Periodic reviews and reconciliations of data should be 
conducted regularly.  Management should ensure that:  employees know their assigned 
responsibilities for internal control and control monitoring; procedures exist to ensure 
that all audit findings and other reviews are promptly evaluated; response decisions are 
made appropriately; and that corrective actions will resolve the issues promptly.  

 
SCHEDULING INTERNAL CONTROL ASSESSMENTS 
 
The third stage in preparing an ICRP is to schedule internal control assessments for each 
component. It is suggested that these assessments be scheduled over a cyclical number of years 
(unless required annually) to help assist bureaus with the review planning process. Scheduled 
internal control reviews that have been conducted should be documented. 
 
Definition 
 
An internal control assessment is a systematic assessment of a control system to determine if the 
controls in operation are adequate to provide reasonable assurance of meeting component 
objectives efficiently and effectively and safeguarding government resources. The two types of 
control evaluations are Internal Control Reviews (ICRs) and Alternative Internal Control 
Reviews (AICRs).  Emphasis should be placed on using the type of review which is the most 
efficient and cost effective in assessing a component’s system of control. ICRs are control 
evaluations which cover all significant areas or activities (event cycles) of a component. An 
AICR allows a bureau to narrow the scope of the review and focus attention on areas or activities 
of a component which have the highest potential for ineffective and inefficient operation or loss 
of government resources. Examples of AICRs include GAO and OIG audit reports, GPRA 
performance assessments, program evaluations and internal studies, reviews of financial systems 
and applications, Congressional reports, and the automated assessment approach.  ICRs are 
control evaluations which cover all significant areas or activities (event cycles) of a component. 
 
Scope and Frequency  
 
The Department has decided that Internal Control Reviews (ICRs) are to be done on all controls 
or program areas considered to be of high risk.  As discussed later in this handbook, since an ICR 
requires a description of all event cycles and analysis of control objectives and techniques, 
testing is normally very detailed and extensive.  When the level of risk for controls or program 
areas is considered to be low, the Department has decided that an Alternative Internal Control 
Risk is appropriate because it is generally less paper intensive and more cost effective and 
efficient.  For program areas considered to be medium risk, it is management’s discretion as to 
whether the ICR or AICR is more appropriate; the decision to use the ICR or AICR should be 
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based on the visibility of the program, the dollar impact of the program on outside entities 
(public or governmental), etc.  
 
High risk activities should be given priority in the planning and scheduling of reviews.  AICRs 
should be combined with existing bureau management review processes as much as possible.  
Bureaus are encouraged to consider reviewing all components ranked as high at least every three 
years; components with a medium or low priority ranking should be evaluated, at least every four 
or five years, respectively. 
 
Retention of Documentation 
 
The ICC is required to maintain current evaluation of risk assessments for each component for a 
minimum of five years, including documentation supporting the review priority ranking 
assigned.  This documentation should demonstrate the basis for the priority rankings. It is 
suggested that each component’s priority ranking be listed in the ICRP. 
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SECTION 1 
CHAPTER 3 

CONDUCTING INTERNAL CONTROL ASSESSMENTS 
 
The second step in the Internal Control Process is conducting internal control assessments. All 
control evaluations require appropriate tests of controls in operation. There are two types of 
control evaluations: Alternative Internal Control Review (AICR) and Internal Control Review 
(ICR).  Bureaus are encouraged to use the DOI automated assessment approach to review a 
component’s controls; this approach is considered an AICR and is discussed further in the 
chapter (examples of an automated assessment approach and traditional AICR are included at the 
end of this chapter). 
 
Differences Between AICRS and ICRS 
 
AICRs are preferred over ICRs since they are generally less paper intensive and more cost 
effective and efficient; however, for high risk areas, an ICR must be used. The differences 
between an AICR and an ICR are in the focus of testing and documentation. Generally, the 
AICR documents only a specific subset of controls areas while the ICR documents controls in a 
component. Consequently, the AICR analysis focuses on documenting the control techniques in 
place for control of high risk components. Because of its limited scope, the AICR does not 
require a detailed description of a component’s event cycles and analysis of the related control 
objectives. Since the ICR requires a description of all event cycles and analysis of control 
objectives and techniques, testing becomes much more involved. The differences can be seen by 
comparing the individual steps of AICRs and ICRs as shown in this chapter. 
 
Similarities 
 
AICRs and ICRs have the same goal: Assessing a component’s control system effectiveness. 
Both types of reviews should answer the following questions. 
 

• Does the component have clear objectives? 
• Do the control systems provide reasonable assurance of meeting the objectives? 
• Are there any control systems weaknesses? 
• Have the weaknesses caused any problems? 
• What actions, if any, are necessary to improve controls? 

 
AICRs and ICRs also share common elements. Both types of reviews consist of the following 
steps: 
 

1. Identifying what might go wrong (risk) 
2. Comparing control systems to the GAO control standards 
3. Testing control techniques 
4. Documenting the evaluation 
5. Planning corrective actions 
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6. Reporting the results 
 
Identifying risk was discussed in Chapter 2. The remaining common elements will be discussed 
in Addendum A, “Conducting AICRs.” 
 
Departmental Functional Reviews (DFRs) are evaluations of function activities generic to 
bureaus and offices.  Examples of DFRs include Acquisition Management, Security and Cash 
Management, etc.  Evaluation guidelines are issued by the responsible PMB office after PFM 
review and are part of the Internal Control Plan for the bureau. 
 
Automated Assessment Approach 
 
The automated assessment approach is based on the results of an Internal Control Re-
Engineering Laboratory conducted by the Department in 1996. The Laboratory developed a new 
automated, less resource-intensive approach for targeting and conducting internal control 
assessments. The automated assessment approach is built around eight management integrity 
measures that support the general and specific internal control standards outlined in OMB’s 
Circular A-123, “Management Responsibility for Internal Control,” and GAO’s “Standards for 
Internal Control in the Federal Government.” A unique feature of the automated assessment 
approach is that it provides for identifying areas of both potential material deficiencies and best 
practices. The assessment is performed electronically using an off-the-shelf surveying and 
analytical software tool (Survey Tracker) that provides diagnostic and executive-level reporting. 
The results of the survey questionnaire and responses are analyzed by the software and a 
graphical summary report known as a “spider diagram” is produced using MSExcel. The “spider 
diagram” presents the actual assessment against a Departmental standard for each management 
integrity measure. The eight integrity measures are:  
 

Organizational Control Environment.  The objective of this measure is to ensure that an 
organization’s goals, objectives, policies, and procedures are conducive to achieving 
sound internal controls, and that the organization places a high level of importance on 
management integrity and ethics. The organizational control environment sets the tone 
for and influences the internal control consciousness of its employees. It also provides the 
foundation for the internal control structure. Organizational control environment factors 
include the integrity, ethical values, and competence of employees; management’s 
philosophy and operating style; the way management assigns authority and responsibility, 
and organizes and develops its people; planning, budgeting, accounting and reporting; 
and the direction provided by senior management. 
 
Risk Management.  The objective of the risk management measure is to ensure that an   
organization identifies, assesses, and considers the consequences of events that could 
prevent the achievement of its goals and objectives, and result in significant loss of 
resources. Every organization faces a variety of risks from external and internal sources 
and changes in its operating environment. These risks should be continuously monitored 
and assessed. 
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Fiscal Resources Stewardship. The objective of this measure is to ensure resources are 
safeguarded and managed in a manner consistent with the mission of the organization. 
Access to resources should be limited to authorized individuals, and accountability for 
the custody and use of resources should be assigned and maintained. 
 
Program Effectiveness.  The objective of this measure is to ensure that management plans 
and allocates sufficient resources to programs to achieve intended results. Further, the 
program effectiveness measure embraces the idea that organizations have strategic 
planning systems that employ performance measurement systems to provide for 
comparisons of planned outcomes and results against actual outcomes and results. 
 
Regulatory Compliance.  The objective of this measure is to ensure that laws and 
regulations are followed. Management and staff must be aware of and ensure that all 
programs, operations, obligations, and costs incurred comply with applicable laws, 
regulations, and executive orders. 
 
Audit Resolution.  The objective of the audit resolution measure is to ensure that 
organizations take prompt and responsive action on all audit findings and 
recommendations in order to improve program and organizational efficiency and 
effectiveness. Responsive action is that which corrects identified deficiencies within the 
agreed to timeframe. Where audit findings identify opportunities for improvement rather 
than cite deficiencies, responsive action is that which produces improvements. 

 
 Management Information. The objective of this measure is to ensure that reliable and 
timely information is obtained, maintained, reported, and used for decision-making at all 
levels. Information systems should produce reports containing program, operational, 
financial, and compliance related data, to effectively manage and control the programs 
and operations of an organization. 
 
Financial Systems and Data Integrity.  The objective of the financial systems and data 
integrity measure is to ensure that an organization’s financial management system and 
related operations conform with Government-wide principles, standards and 
requirements, and that the process of managing information necessary to support program 
and financial managers, and assuring data captured and reported is complete, accurate, 
accessible, timely and usable. 
 

For detailed information on the automated assessment approach, see Addendum A, and a sample 
“spider diagram” is included in Case Study No. 1 at the end of this chapter. Also, information on 
the integrity measures can be found in OMB Circular A-123 and GAO’s “Standards for Internal 
Control in the Federal Government.” 
 
If a bureau wants to utilize the automated assessment approach, it should contact PFM which 
will work closely with the bureau in planning, conducting, analyzing, and reporting the results of 
the automated assessment approach. The automated assessment approach is a useful tool that can 
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assist bureaus in planning and conducting more focused and cost-effective assessments and, for 
these reasons, the Department encourages its use. 

 
CONDUCTING INTERNAL CONTROL ASSESSMENTS 

COMPARISON OF AICR AND ICR ACTIVITIES 
 
 

AICR ICR 
1. Start the Evaluation 
     • planning 
     • general control environment 
     • IT  

1. Start the Evaluation 
     • planning 
     • component survey 
     • general control environment  
     • IT 

2. Define Control Systems 
     • identify & document high risk cycles 
     • identify and document control         
       techniques 
     •compare control systems to the 
      GAO control standards 
 

2. Define Control Systems 
     • identify and document event cycles 
     • identify and document all risks  
     • identify and document control 
       objectives 
     • identify and document control 
       techniques 
     • compare control systems to the GAO    
        control standards 

 3. Review the System Design 
    • adequacy of control objectives 
    • adequacy of control techniques 

3. Test the Control System 
     • select controls to be tested 
     • select test methods   
     • determine amount of testing 
     • plan data collection 
     • conduct the tests    
     • analyze test results, develop     
       conclusions  
     • develop plans for corrective actions        

4. Test the Control System 
     • select controls to be tested 
     • select test methods   
     • determine amount of testing 
     • plan data collection 
     • conduct the tests    
     • analyze test results, develop     
       conclusions  
    • develop plans for corrective actions        

4.  Report the Results 5.   Report the Results 
5.  Document the Evaluation 6.  Document the Evaluation 
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SECTION 1 
CHAPTER 4 

MONITORING QUALITY CONTROL OVER EVALUATIONS 
 
Quality control is the third step in DOI’s Internal Control Process.  Each bureau is to establish 
and maintain a quality control process to ensure that control techniques are properly defined, 
internal control assessments are properly performed, and results are accurately reported. 
 
Definition  
 
Quality control is a system for verifying and maintaining a desired level of quality in a process 
by careful planning, continued inspection, and corrective action, where required. The quality 
control process includes all internal control evaluations including AICRs, ICRs, and DFRs. 
 
Quality Control Tools 
 
Quality control can be accomplished through several tools. 
 

Internal Control Review Committee. The first quality control tool that can be used are 
bureau and Assistant Secretary Internal Control Review Committees. These committees 
can assure that all internal control assessments have been conducted in accordance with 
guidelines prior to submission to the Assistant Secretary-PMB. The Committees focus on 
the technical aspects of the evaluations as well as on the proper identification of the 
weaknesses and appropriateness of corrective actions. 

 
Peer Review. A second quality control tool is a peer review. Peer reviews on internal 
control assessments are another way of assuring that the assessment has been conducted 
in accordance with guidelines prior to submission to the Assistant Secretary-PMB. Peer 
reviews have the same focus as the Internal Control Review Committee, but may consist 
of program managers from a single bureau or from several bureaus. 

 
Internal Control Coordinators. A third quality control tool is internal control coordinators 
who have been designated by each program assistant secretary or bureau head to 
coordinate and facilitate compliance with Internal Control Program requirements. 
 
Third Party.  Another tool for quality control is the third party.  Third party reviews are 
another way of assuring that the evaluation has been conducted in accordance with 
guidelines prior to submission to the Assistant Secretary and/or PFM.  Third party 
reviews have the same focus as the Internal Control Review Committee, but may consist 
of program managers from another agency with similar programs or an outside auditor. 
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SECTION 1 
CHAPTER 5 

DEVELOPING AND IMPLEMENTING CORRECTIVE ACTIONS 
 
The fourth step of the Internal Control Process is correcting the weaknesses/deficiencies 
identified during the internal control assessments.  The culmination of the internal control 
program is not the preparation of evaluation reports - it is the improvement of program and 
functional services through the timely correction of control weaknesses. 
 
Definition 
 
A nonmaterial weakness is a control problem which can be corrected at the bureau level without 
the approval or attention of the next higher level of management. 
 
The overall FMFIA definition of material weaknesses are those control problems which are of 
significance to report outside of the bureau or agency. However, financial reporting material 
weaknesses/deficiencies are further defined as a reportable condition, or combination of 
reportable conditions, that results in more than a remote likelihood that a material misstatement 
of the financial statements, or other significant financial reports, will not be prevented or 
detected. 
 
Correcting Material Weaknesses/Deficiencies 
 
All weaknesses/deficiencies are to be corrected in a timely manner.  An exception to this policy 
exists when a documented analysis demonstrates that the estimated costs of improved 
management control techniques exceed the potential benefits or when corrective actions are 
precluded by legislative actions.  Responsible officials at all levels are expected to be actively 
involved in correcting material and nonmaterial weaknesses/deficiencies. The plans and 
schedules for correcting reported weaknesses/deficiencies include the following information: 
 

1. Summary Description of the Weakness/Deficiency 
2. Year First Identified 
3. Target Correction Date – Unless adequately justified, all material weaknesses and 

noncompliance issues must be corrected within one year.  To ensure that deficiencies are 
corrected prior to the beginning of the next year’s audit process, final correction of the 
deficiency should end June 30 to allow sufficient time for testing to ensure that the 
material weakness/noncompliance issue has been corrected.  Extensions beyond the June 
30 deadline may be granted by PFM, but IT security weaknesses must be corrected by 
June 30.  Programmatic recommendations may require longer lead time (legislative or 
regulatory changes) but justification is needed when submitting CAP to PFM. 

4. Accountable Official – Senior manager(s) in charge of the program where the weakness 
or noncompliance issue was identified (including field office and/or headquarters, if 
applicable). 

5. Funding -- Must be set aside (through budget allocations/allotments), and must be 
sufficient to completely correct the weakness or noncompliance issue.  For deficiencies 
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requiring multi-year corrective action plans, costs for each year must be identified in the 
plan and in the bureau/office budget request to the Department.  Funding may not be 
moved to other priorities until the material weakness prior to funds expiration.  

6. Summary of Corrective Actions – List the critical path activities/milestones, target 
completion dates, and total resources committed to each milestone.   

7. Quarterly Corrective Action Milestones – A comprehensive listing of specified 
actions/milestones and targeted completion dates by fiscal quarter, and the total resources 
associated with and committed to each action/milestone.  As each specific milestone is 
completed, list the correction date, and where appropriate, the location of the supporting 
documentation for review upon request by PFM, the OIG, or the independent auditors. 

8. Metrics – Two types of metrics should be developed:  (a) The quantifiable target or 
otherwise qualitative characteristic that reports how resolution activities are progressing, 
and (b) the indicators, statistics, or metrics used to gauge resolution progress (in advance 
of audit follow-up) to validate the resolution of the deficiency.   

 
NOTE:  Corrective Action Plans for IT security issues must agree with what is submitted for the 
POA&M (discussed in another chapter).  The same actions, funding, dates, etc., must be evident 
in both the Corrective Action Plan and the POA&M! 

 
Bureau/office management is responsible for reviewing plans to ensure that sufficient time is 
available not only to complete the remediation, but also to ensure that retesting can be completed 
prior to September 30.  
 
Monitoring Corrective Actions 
 
Management at all levels is responsible for monitoring their programs and operations to insure 
adequate internal controls and prompt correction of identified weaknesses/deficiencies.  Each 
bureau should develop a tracking system and reporting process for weaknesses/deficiencies 
identified during the management control assessments. The system should provide a complete 
record of actions taken to correct the weakness.  The reporting system developed should be 
responsive to the needs of the bureau head, the program assistant secretary, the Assistant 
Secretary-PMB, the Senior Management Council, and OMB.  Bureau tracking systems should 
include all weaknesses/deficiencies, not just the weaknesses/deficiencies identified as material at 
the Secretarial level and reported in the Department’s Annual Performance and Accountability 
Report.   
 
Bureau progress in correcting existing material weaknesses/deficiencies will be reported to PFM 
regularly in accordance with annual guidance, and at the mid-year and year-end ICAF progress 
meetings.  PFM will report progress to the Assistant Secretary-PMB and the Senior Management 
Council.  Bureaus also are encouraged to utilize a matrix as a tool to measure the progress of the 
corrective actions and which will assist managers and OMB in understanding the progress that 
has been made. 
 
The Department currently requires bureaus to report progress in correcting material 
weaknesses/deficiencies on a monthly basis.  However, after continuous progress of completing 
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milestones without delays, consideration will be given to allowing quarterly reporting for a 
specified period. Due dates for the monthly and quarterly progress reports are provided by PFM 
in the annual internal control guidance.   
 
Postponement in the remediation of a material weakness adversely impacts the achievement of 
the Department’s GPRA goals.  Delays in the resolution of any material weakness to a 
succeeding fiscal year must be approved by the responsible program assistant secretary and 
forwarded to PFM who will seek final approval from the Assistant Secretary-PMB.   
 
NOTE:   Per OMB Revised Circular A-123, if an agency cannot meet the deadlines outlined in 
the approved corrective action plan, OMB may, at its discretion, require the agency to obtain an 
independent audit opinion of their internal controls over financial reporting as part of their 
financial statement audit.   
 
Completed Corrected Actions 
 
Before reporting material weaknesses and financial non-conformance deficiencies as corrected, 
bureau ICCs need to verify that the corrective action was taken and that the weakness was 
corrected.   Bureaus are required to document supporting verification that corrective actions have 
been implemented and that material weaknesses and non-conformances have been corrected as 
reported.  Deficiencies will not be considered resolved and “closed” until resolution of a 
“deficiency” is reported to PFM and documentation is provided along with the bureau’s request 
to close the recommendation.  This process applies to OIG identified weaknesses/deficiencies, 
bureau identified weaknesses/deficiencies, GAO identified weaknesses/deficiencies, or 
weaknesses/deficiencies that may be identified by other sources. 
 
Before removing reportable conditions and non-material weaknesses from the bureau internal 
Corrective Action Tracking System, the responsible program official must certify in writing that 
the planned corrective action was completed and that the action taken corrected the weakness.  
The certification should be written and incorporated into the bureau internal Corrective Action 
Tracking System.  
 
For example, if the corrective action for a material weakness requires the issuance of policies and 
procedures, the ICC should verify that the policies and procedures were issued.  If the corrective 
action requires the implementation of a system or process, the responsible program official needs 
to test the system or process and forward the test results to the ICC.  After the ICC has verified 
that the corrective action was taken and reviewed the test results, bureaus may report a material 
weakness as corrected.  Final approval of the completion of all required actions to correct a 
departmental material weakness is issued by PFM; financial statement material weakness 
correction is verified during the next fiscal year audit. 
 
The responsible program officials(s) should conduct follow-up reviews to insure the 
weaknesses/deficiencies are resolved.   
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Linking the Correction of Weaknesses/Deficiencies to Budget Submission 
 
Bureaus are encouraged to complete their scheduled internal control assessments to facilitate 
budget linkage of any newly identified material weaknesses/deficiencies.  Once a 
weakness/deficiency is identified in a current evaluation, managers must initiate action to set 
aside the funding (through budget allocations/allotments) and staff resources needed to 
completely resolve the deficiency, even if it requires redirecting funds from previously planned 
activities.  If redirection of funds is required, bureaus must follow bureau, departmental, and 
congressional reprogramming procedures.  However, it is anticipated that most corrections of 
material weaknesses can be addressed without a formal congressional reprogramming request, 
given the broad purposes that funds are available.  For weaknesses requiring multiple years to 
resolve, out-year funding requirements should be prioritized within base funding and included in 
the bureau and program assistant secretary budget submission(s) until the weakness is resolved.  
Except in extraordinary cases, funding needed to correct material weaknesses should be 
prioritized from available base resources, and not funded with new budgetary resources.  These 
amounts must be identified and reported separately in bureau budget requests to the Department.  
The status of the request should be tracked throughout the budget review and appeals process, 
through budget enactment   
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SECTION 1 
CHAPTER 6 
REPORTING 

 
The fifth step in the Internal Control Process is preparing the annual assurance statements from 
bureau/office heads and program assistant secretaries that support the Secretary's Assurance 
Statement and Annual Report to the President and the Congress. 
 
Annual Reporting  
 
DOI's annual reporting process is a vertical flow of information.  Bureau/Office annual assurance 
statements must incorporate information regarding FMFIA Sections 2 and 4, information 
technology security, compliance with core accounting system requirements, and internal control 
over financial reporting, which is a subset of the overall FMFIA assurance statement.  The 
bureaus'/offices’ annual assurance statements form the basis for the Secretary's Statement to the 
President and the Congress which is included as part of the Department's Annual Performance 
and Accountability Report.  The process is described below. 
 
Preparing and Issuing an Annual Assurance Statement on Financial Reporting 
 
The Annual Assurance Statement for Internal Control over Financial Reporting is required 
beginning in fiscal year 2006.  This assurance statement is a subset of the overall Statement of 
Assurance and is based on the results of management’s assessment as of June 30, conducted in 
accordance with the requirements of OMB’s Circular A-123, Appendix A.  Any changes to the 
conditions reported in the as of the June 30 Assurance Statement, whether positive (corrected 
weakness) or negative (additional identified weakness), is to be reported on an updated statement 
as of September 30. 
 
 
Preparing and Issuing an Annual Assurance Statement on Compliance with FMFIA 

 
The Annual Assurance Statement is required in the annual FMFIA reporting process.  Bureau 
and office heads prepare an annual assurance statement that is submitted through their respective 
program Assistant Secretary.  Bureau/Office assurance statements form the basis for the 
Secretary’s Annual Assurance Statement which is submitted to the President and the Congress as 
part of the Department’s Annual Performance and Accountability Report.  Annually, PFM will 
provide a sample assurance statement template. 
 
Bureau Reporting 
 
To allow assistant secretaries to fulfill their reporting responsibilities to the Secretary, each 
bureau head is required to submit their annual assurance statements through their program 
assistant secretary to the Secretary.  Assurance statements should be addressed to the Secretary 
and sent through the program assistant secretary to PFM.  The annual assurances must include 
information on the following. 
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1. Information on Bureau's System of Internal Controls (Section 2, FMFIA). This 

statement is based on all available information, including scheduled internal control 
assessments, audits performed by OIG and GAO, GPRA performance assessments, 
management studies, and other reviews.  These evaluations provide the basis for the 
bureau head's reasonable assurance, as explained below.  The statement must include all 
open material weaknesses/deficiencies reported in the Secretary's previous assurance 
statement for which corrective actions have not been completed, and for all material 
weaknesses/deficiencies identified from the current year assessments, together with the 
plans and schedules for correcting such weaknesses/deficiencies.  In addition, 
weaknesses/deficiencies reported in previous years that are no longer considered 
material, require a certification that the corrective actions were completed. 

 
Full compliance with Section 2 of the FMFIA includes having reasonable assurance that 
adequate review documentation exists with sufficient testing to support evaluation 
conclusions.  Full compliance also includes the effective utilization of people and other 
resources, and the timely correction of weaknesses/deficiencies. 

 
Due to the differences in timing of the submission of the assessment of internal control 
over financial reporting and the reporting results in the PAR, there is a potential for a 
change to the status of the assessed effectiveness of internal controls.  Changes in status 
should be reflected in the Annual Assurance statement as follows: 
 

• If a material weakness is discovered by June 30, but corrected before September 
30, revise the assurance statement reported in the PAR to identify the material 
weakness, the corrective action taken, and that it has been resolved. 

 
• If a material weakness is discovered after June 30, but prior to the PAR issuance, 

revise the assurance statement to include the subsequently identified material 
weakness. 

 
2. Information on Bureaus' Information Technology System Security (OMB Circular 

A-130).   The information should describe whether adequate security exists in bureau 
automated information systems.  It also describes information technology security 
material weaknesses/deficiencies identified during reviews or audits of sensitive 
applications and/or risk analyses of installations. 

 
3.  Information on Bureau Accounting System Compliance Review (Section 4, FMFIA). 

This information should be based on the results of the bureaus internal annual information 
systems assessments as well as the results of OIG and independent third party system 
reviews.   The requirements contained in Section 3, Chapter 3, Information Technology 
Internal Control Reviews, of this handbook will be utilized as a guide in assessing system 
compliance.  The requirements contained in this section are intended to serve as a tool to 
assist system owners and managers in conducting system reviews and to assist with the 
assessment of system compliance.   
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4.  Information on Bureau Core Accounting System Compliance. This information 

should be based on the Core Compliance reviews, as required by the Chief Financial 
Officers Act of 1990 and the FFMIA Act of 1996 and other statutes, and, where 
appropriate, the results of the bureau financial statement audit reports. 

 
5. Basis for Assurance.  Bureau annual assurance statements must specifically list the 

management control assessments and OIG/GAO audits which were relied upon to reach 
assurance statement conclusions. 

  
NOTE:  PFM's annual internal control guidance to bureaus includes a sample assurance 
statement for bureaus to follow. 
 
Secretary's Reporting 
 
The Secretary, under FMFIA, has annual reporting responsibilities to the President and the 
Congress on: (1) The results of assessments made on the Department's controls including any 
identified material weaknesses (Section 2); and (2) whether the Department's financial 
management systems conform to the Federal Accounting Standards Advisory Board (FASAB) 
issued accounting standards and related requirements (Section 4). 
 
Serving as the Secretary's key staff office on FMFIA, PFM prepares the Secretary's annual 
assurance statement.  In addition to the Secretary's statements on Sections 2 and 4 of the FMFIA, 
the assurance statement includes: (1) Highlights of DOI's current fiscal year's Internal Control 
Program results; (2) actions taken to improve the program; (3) descriptions of material and 
mission critical weaknesses/deficiencies; and (4) schedules for corrective actions.  This statement 
is based on all bureau assurance statements and is included in the Department's Annual 
Performance and Accountability Report. 
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SECTION 1 
CHAPTER 7 

VERIFYING AND CERTIFYING CORRECTIVE ACTIONS 
 

Verifying and certifying completed corrective actions is the last step of DOI’s Internal Control 
Program.  This is an important step to determine if control weaknesses/deficiencies were 
corrected or still exist.  Seemingly minor deficiencies can escalate to more serious problems.  
Diligence is required to ensure complete resolution.   
 
Bureaus must establish and maintain a follow-up system to track the remediation of all identified 
weaknesses/deficiencies in internal controls.  Responsible program officials have the discretion 
to determine how to track and validate correction of identified weaknesses/deficiencies and non-
conformances.  However, bureaus must maintain documentation to support the implementation 
of corrective actions and correction of the deficiency. 
  
The responsible program official(s) should conduct follow-up reviews to insure the deficiency 
was resolved.  These reviews may take the form of a follow-up internal control assessment, 
and/or continued monitoring of metrics previously established during the corrective action 
planning process.  Follow-up reviews performed by the OIG or GAO also may be used for this 
purpose.    
 
For all material weaknesses and financial non-conformance deficiencies, the bureau ICC should 
verify that corrective action was taken and that the weakness was corrected.  Again, bureaus are 
required to document supporting verification that corrective actions have been implemented and 
that material weaknesses and non-conformances have been corrected as reported.  Deficiencies 
will not be considered resolved and “closed” until resolution of these deficiencies is reported to 
PFM, and documentation is provided along with the bureau’s request to close the 
recommendation.  This process applies to OIG identified weaknesses/deficiencies, bureau 
identified weaknesses/deficiencies, GAO identified weaknesses/deficiencies, or 
weaknesses/deficiencies that may be identified by other sources. 
 
For all reportable conditions and non-material weaknesses, the responsible program official 
should certify in writing that the planned corrective action was completed and that the action 
taken corrected the weakness.  This certification should be written and incorporated into the 
bureau internal Corrective Action Tracking System reporting process. 
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SECTION 1 
ADDENDUM A 

Schedule of Key Actions 
Internal Control and Audit Follow-up Programs 

 
  

 Action Responsible 
Organization 

Due Date 

1.   Issue Internal Control Program Guidance PFM October 

2.  OMB  A-123 Test Plan (see Finance Section) Bureaus/Offices October 

3.  Finalize and publish the Department’s internal 
control review priorities.         

PFM November 

4.  Advise bureaus and offices of FMFIA material 
weaknesses and OIG and GAO audit           
recommendations in GPRA Performance Goal 
Base. 

PFM November 

5.   Issue guidance on Departmental Functional Reviews 
(Property, Acquisition, Information Technology, 
etc.) 

Various PMB Offices November 

6.  Report internal control review priorities to PFM (all 
inclusive).  (Priorities Plan) 

Bureaus/Offices December 

7.  Bureaus provide CAP’s to PFM for audited financial 
statement material weakness and non-
compliance issues 

Bureau CFO’s December 

8.  Monthly Status Report on current year audited 
financial statement material weakness and non-
compliance issue corrective actions to PFM 

Bureaus Monthly 

9.  Monthly Status Report to Assistant Secretary-PMB 
            on current year audited financial statement 

material weakness and non-compliance issue 
corrective actions.  

PFM 4th Day   
of each 
month 

10.  Quarterly Status Report to PFM on FMFIA material 
weakness corrective action progress and OIG 
and GAO audit recommendation 
implementation.                           

Bureaus/Offices December 
March 
June 
August 
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11.   Quarterly Status Report on FMFIA Program to 
Assistant Secretary-PMB 

PFM January 
April 
July  
September 

12.  OMB A-123 Test Results Finalized PFM 
             (FISMA and A-130) 

Bureaus/Offices April 

13.  Conduct mid-year ICAF progress meeting with 
bureaus, OIG, and PMB staff 

Bureaus/Offices, 
OCIO, PAM, PFM, 
OIG 

May 

14.  Complete all current fiscal year internal control 
reviews and Departmental functional reviews 

Bureaus/Offices, 
OCIO, PAM, PFM, 
OIG 

June 

15.  OMB Circular A-123 Appendix A Assurance 
Statement on financial reporting  

 
16.   Complete all current fiscal year Financial, 
         Internal control reviews, and Departmental 
         functional reviews. 

Bureaus/Offices 
PFM 
 
Bureaus/Offices, 
OCIO, PAM, PFM, 
OIG 
 

June 
 
 
August 

17.  Submit current year annual assurance statement to 
Assistant Secretary-PMB and PFM 

Bureaus/Offices, 
OCIO, PAM, PFM, 
OIG 

September 

18.  OMB A-123 Update (update to “as of June 30” 
statement combined with the program reviews) 

Bureau/Offices 
PFM 

September 

19.  Annual ICAF year end issue resolution meetings Bureaus/Offices, 
OCIO, PAM, PFM, 
OIG 

October 

20.  Complete final draft of Compliance with Laws and 
Regulations section of the current year 
Performance and Accountability Report. 

PFM October 
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SECTION 1 
 ADDENDUM B 

 CONDUCTING ALTERNATIVE INTERNAL  
 CONTROL REVIEWS 
 
Alternative Internal Control Reviews, used for programs determined to be low risk and some 
medium risk, are usually narrow in scope and focus attention on controls over areas or activities 
of a component which have the highest potential for ineffective or inefficient operation or loss of 
government resources.  Such reviews may be combined with other review processes (such as 
internal control or technical reviews) or be conducted as a separate review.  Where periodic 
reviews of programs, organizations, or functions are conducted by bureaus, PFM strongly 
encourages combining internal control reviews (financial and programmatic), GPRA/PART 
performance assessments, and other internal bureau reviews to avoid duplication of effort and to 
make them more acceptable to managers.  Bureaus are also encouraged to use the DOI 
automated assessment approach to review a component’s controls.  The automated 
assessment incorporates eight management integrity measures based on OMB’s and 
GAO’s objectives and standards for internal controls in federal programs and 
administrative functions (see page IC-33 in this appendix).  Additionally, combining reviews 
will help institutionalize the internal control processes within the Department.   
 
The Department has decided that Internal Control Reviews (ICR) are to be done on all controls 
or program areas considered to be of high risk.  Since an ICR requires a description of all event 
cycles and analysis of control objectives and techniques, testing is normally very detailed and 
extensive.  When the level of risk for controls or program areas is considered to be low, the 
Department has decided that an Alternative Internal Control Risk is appropriate because it is 
generally less paper intensive and more cost effective and efficient.  For program areas 
considered to be medium risk, it is management’s discretion as to whether the ICR or AICR is 
more appropriate; the decision to use the ICR or AICR should be based on the visibility of the 
program, the dollar impact of the program on outside entities (public or governmental), etc.  
 
Suggested steps for conducting AICRs are listed below. 
 
START THE EVALUATION 
 
Plan the Evaluation   
 
The AICR should be carefully planned to gain managerial support and to ensure that the 
objectives are accomplished.  The planning process should include the following tasks: 
 

Determine scope and objectives.  Consider whether the purpose of the AICR is to 
perform a comprehensive review of controls over all the high risk areas or if it is to 
perform a limited review of one aspect of the component. 
 
Assign staff.  The team members selected should be knowledgeable of the program area, 
have analytical skills, and be trained in conducting control evaluations.  Ideally, team 
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members should be selected from within the responsible program office and from an 
independent “program-evaluation” function.  The number of reviewers should be based 
on the complexity and scope of the review. 
 
Allocate staff resources and establish timeframes.  It is helpful to allocate the 
minimum and maximum amount of staff resources to be used for completing each task.  
The final planned completion date should be set with interim planned completion dates 
for each review task. 

 
Analyze the General Control Environment  
 
The purpose of analyzing the general control environment is to determine if management’s 
attitude is conducive to a strong internal control system.  The analysis of the general control 
environment will provide the reviewer with a preliminary opinion about the effectiveness of 
specific controls.  If an analysis has been previously completed, check to see if it is still accurate 
and update, as necessary. 
 
The factors that influence the general control environment are: 
 

• Organization; 
• Delegation of authority; 
• Policies and procedures; 
• Personnel; 
• Planning, Budgeting and Accounting; and 
• Reporting. 

 
Exhibit 1 is a worksheet to use in analyzing the general control environment. 

 
Analyze Information Technology  
 
If the component contains an IT application, it should be analyzed to determine if IT application 
controls should be reviewed.  This review of IT can be a separate review or part of the AICR. An 
IT application should be included if it contains any of the following characteristics: 
 

• Processes information used for significant management decisions; 
• Calculates or records amounts owed by or to the Government; 
• Maintains balances or other records used to control government resources; 
• Maintains or processes information necessary for effective and efficient program 

operation; or 
• Maintains or processes sensitive information. 

 
NOTE:  Section 3, Chapter 3, Executing ICR for Information Systems and IT Programs, of this 
handbook provides additional details on this process. 
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DEFINE CONTROL SYSTEMS 
 
Identify and Document High Risk Areas 
 
The reviewer should identify those risks which are high for the component as a whole.  High 
risks are potential unwarranted occurrences which, if they occur, would prevent a component 
from reaching its objectives or would result in a significant loss of government resources.  When 
identifying high risk areas, the reviewer should also consider the probability of the unwanted 
occurrence and the severity of the consequences.  Exhibit 1 is a worksheet for identifying and 
documenting high risks 
 
Identify and Document Control Techniques  
 
Control techniques are a series of carefully constructed checks and balances designed to provide 
reasonable assurance that the control objectives are met in an efficient and effective manner.  
Control techniques should be observable and cost effective.  Examples of control techniques 
include passwords to limit access to databases, written delegations of authority, technical reports, 
documentation of processes and procedures for carrying out program and technical activities, 
periodic supervisory reviews, comparisons of actual results to planned results, and segregating 
sensitive duties among several individuals. 
 
When developing control techniques, it is crucial to identify the relationship between the 
techniques and the risks within the event cycle.  Control techniques are implemented to reduce 
risks and meet the control objectives. 
 
Control techniques are the basis of testing.  Testing verifies compliance with existing control 
techniques to determine if the controls are operating as intended and are sufficient to provide 
reasonable assurance of achieving the control objectives. 
 
Compare Control Systems to the GAO Control Standards  
 
The GAO control standards (web site address www.gao.gov) define the minimum level of 
quality acceptable for an internal control system.  These standards apply to all operations and 
functions except development of legislation, rulemaking, or discretionary policymaking. The five 
GAO standards for internal control are: (1) Control environment; (2) risk assessment; (3) control 
activities; (4) information and communications; and (5) monitoring. These standards define the 
minimum level of quality acceptable for internal control in government programs and 
administrative operations and provide the basis against which internal control is to be evaluated. 
The standards apply to all aspects of an agency’s operations—programmatic, financial, and 
compliance.  
 
NOTE:  The term internal control as used in the GAO standards is synonymous with the term 
management control as it was used in the prior version of OMB Circular A-123. 
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The GAO standards provide a general framework for internal controls.  Agency/bureau 
management is responsible for developing the detailed policies, procedures, and practices to fit 
their operations, and ensuring that internal controls are built into and are an integral part of 
operations.  A more detailed description of the standards follows. 
 

• Control Environment. Management and employees should establish and maintain an 
environment throughout the organization that sets a positive and supportive attitude 
toward internal control and conscientious management. 

 
• Risk Assessment. Internal control should provide for an assessment of the risks the 

agency faces from both external and internal sources. Risk assessment is the 
identification and analysis of relevant risks associated with achieving the objectives, such 
as those defined in strategic and annual performance plans developed under the GPRA, 
and forming a basis for determining how risks should be managed. 

 
• Control Activities.  Internal control activities help ensure that management’s directives 

are carried out. The control activities should be effective and efficient in accomplishing 
the Department’s control objectives. Control activities are the policies, procedures, 
techniques, and mechanisms that enforce management’s directives, such as the process of 
adhering to requirements for budget development and execution. They also help ensure 
actions are taken to address risks. Control activities include approvals, authorizations, 
verifications, reconciliations, performance reviews, maintenance of security, and the 
creation and maintenance of related records which provide evidence of execution of these 
activities along with supporting documentation. Examples of control activities include: 

 
• Top level reviews of actual performance; 
• Reviews by management at the functional or activity level; 
• Management of human capital; 
• Controls over information processing; 
• Physical control over vulnerable assets; 
• Establishment and review of performance measures and indicators; 
• Segregation of duties; 
• Proper execution of transactions and events; 
• Accurate and timely recording of transactions and events; 
• Access restrictions to and accountability for resources and records; and 
• Appropriate documentation of transactions and internal control. 

 
• Information and Communications. Information should be recorded and communicated to 

management and others within the entity who need it and in a form and within a 
timeframe that enables them to carry out their internal control and other responsibilities. 

 
• Monitoring. Internal control monitoring should assess the quality of performance over 

time and ensure that the findings of audits and other reviews are promptly resolved. 
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TEST THE CONTROL SYSTEM 
 
Testing verifies the effectiveness of control techniques in operation by determining if they are, in 
fact, operating as intended, meeting the control objectives, and reducing risks.  By testing, the 
responsible official can quickly validate whether: (1) Prescribed procedures are performed in 
accordance with instructions; (2) procedures are performed by personnel having no incompatible 
duties; (3) actual transactions processed in the operation are in fact those authorized for the 
group; and (4)  actual operations are conducted in accordance with the control objectives and 
techniques which have been devised for the component. 
 
The focus of testing should be upon the highest potential for ineffective or inefficient operation 
or loss of government resources and those areas of inadequate internal control system design.  
Testing consists of the following steps. 
 
Select Controls to be Tested  
 
It is both impractical and unnecessary to test all control techniques.  The control techniques to be 
tested should be those that contribute most to achieving the control objectives or managing the 
risk.  A control should be eliminated from testing when:   (1) The technique does not meet the 
control objective or manage the risk because it is poorly designed, unnecessary, duplicative, or is 
not performed in a timely manner; and (2) The cost of testing exceeds the value of the technique 
being tested.  If a technique is excluded from testing, the reasons supporting this decision should 
be recorded. 
 
Select Test Methods  
 
Testing methods include: 
 

• Document analysis - reviewing existing records, completed forms, or other 
documentation; 

 
• Transaction testing - entering and processing transaction data through the system or 

tracing transactions through the system; 
 
• Observation - watching the performance of specific control techniques; and/or 
 
• Interview - eliciting information from the personnel who perform the control technique. 

 
Tests should not be limited to information obtained through interviews, but interviews should be 
used to supplement document analyses and/or observation.  One or more methods of testing may 
be combined during the test. 
 
As mentioned in Chapter 2, the Automated Assessment Approach is considered an AICR which 
can assist bureaus in reducing their costs for conducting reviews and reporting the results.  The 
primary benefits of the automated assessment are that it provides: (a) A targeted and focused 
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approach for control evaluations; (b) a concise and meaningful summary report for management; 
(c) an effective means of identifying and reporting best practices; (4) a view of assessment 
results (strengths and weaknesses) for all measurement areas at one glance; and (5) an effective 
means of tracking and reporting trend information over time.  The assessment is performed 
electronically using an off-the-shelf surveying and analytical software tool (Survey Tracker) that 
provides diagnostic and executive-level reporting.  Bureaus have the discretion to determine how 
many of the eight management integrity measures will be tested.   
 
The survey assessment questionnaire is built around the eight integrity measures that support the 
general and specific internal control standards delineated in OMB Circular A-123 and 
incorporated in GAO’s "Standards for Internal Control in the Federal Government."  The eight 
management integrity measures follow. 
 

• Organizational Control Environment.  The objective of this measure is to ensure that an 
organization’s goals, objectives, policies, and procedures are conducive to achieving 
sound internal controls, and that the organization places a high level of importance on 
management’s integrity and ethics.  The organizational control environment sets the tone 
for and influences the internal control consciousness of its employees.  It also provides 
the foundation for the internal control structure.  Organizational control environment 
factors include: employees integrity, ethical values, and competence; management’s 
philosophy and operating style; management’s methodology to assign authority and 
responsibility, and to organize and develop staff; management’s planning, budgeting, 
accounting and reporting; and senior management direction. 

 
• Risk Management.  The objective of the risk management measure is to ensure that an 

organization identifies, assesses, and considers the consequences of events that could 
prevent the achievement of its goals and objectives, and/or result in significant loss of 
resources.  Every organization faces a variety of risks from external and internal sources 
and changes in its operating environment.  These risks should be continuously monitored 
and assessed. 

 
• Program Effectiveness.   The objective of this measure is to ensure that management 

plans and allocates sufficient resources to programs to achieve intended results.  Further, 
the program effectiveness measure embraces the idea that organizations have strategic 
planning systems that employ performance measurement systems to provide for 
comparisons of planned outcomes and results against actual outcomes and results. 

 
• Resource Stewardship.  The objective of this measure is to ensure resources are 

safeguarded and managed in a manner consistent with the mission of the organization.  
Access to resources should be limited to authorized individuals, and accountability for 
the custody and use of resources should be assigned and maintained. 

 
• Regulatory Compliance.  The objective of this measure is to ensure that laws and 

regulations are followed.   Management and staff must be aware of and ensure that all 
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programs, operations, obligations, and costs incurred comply with applicable laws, 
regulations, and executive orders. 

 
• Audit Resolution.  The objective of the audit resolution measure is to ensure that 

organizations take prompt and responsive action on all audit findings and 
recommendations in order to improve program and organizational efficiency and 
effectiveness.  Responsive action is that which corrects identified deficiencies.  Where 
audit findings identify opportunities for improvement rather than cite deficiencies, 
responsive action is that which produces improvements. 

 
• Management Information.  The objective of this measure is to ensure that reliable and 

timely information is obtained, maintained, reported, and used for decision-making at all 
levels.  Information systems should produce reports containing program, operational, 
financial, and compliance related data, to effectively manage and control the programs 
and operations of an organization. 

 
• Financial Systems and Data Integrity.  The objective of the financial systems and data 

integrity measure is to ensure that an organization’s financial management system and 
related operations conform with Government-wide principles, standards, and 
requirements, and that the process of managing information necessary to support program 
and financial managers, and assuring data captured and reported is complete, accurate, 
accessible, timely, and usable.  

 
NOTE: A sample survey assessment questionnaire is included as an Exhibit. 
 
Determine Amount of Testing  
 
It is unrealistic to observe every control used or review 100% of the records at each location.  
The reviewer must select the organizations and locations where the tests will be conducted and 
select a sample (using appropriate sampling techniques) for each control to be tested. 
 
Plan Data Collection  
 
Accurate recording of test results is an extremely important part of the testing process.  A data 
collection plan assists in determining how to record the test results.  For example, interview 
guides should be used to ensure that all areas of concern are covered. 
 
Conduct the Tests  
 
While conducting the tests, follow the sample plan unless a decision is made to review the scope 
or size of the sample based on the results of the initial sample.  Increase the sample size if the 
initial tests provide mixed results.  When possible, retain copies of authorizing documents or 
other physical evidence that control techniques are working. 
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A control is not effective when the assessment determines it is not adequately designed or when 
it is reviewed and determined that it is not functioning effectively.  There is a control gap when a 
control does not exist for a given assertion, when a control does not adequately address a 
relevant assertion, or a control is not operating effectively.  Reviewers should always determine 
that other compensating controls do not exist that would mitigate the risk. 
 
NOTE: Watch for compensating controls.  Sometimes a control technique will appear to be 
weak or not operating. In such a case, determine if personnel are compensating for the 
shortcomings by using informal control mechanisms.  Control mechanisms being used need to be 
evaluated and documented during the testing. 
 
Analyze Test Results and Develop Conclusions  
 
The tests of specific control techniques must be analyzed to determine if the degree of 
compliance with control techniques is adequate.  It is important to remember that several control 
techniques are usually utilized to meet a control objective or manage a risk.  Accordingly, the 
failure to substantially comply with one individual control technique does not necessarily result 
in a failure to meet the control objective or manage a risk. 
 
The test results should then be discussed with managers responsible for operating the control 
techniques at the location or organization that was reviewed.  These discussions will: (1) 
Communicate the results of the tests and any conclusions drawn; (2) Seek agreement on those 
conclusions; and (3) Elicit recommendations from managers on any necessary corrective actions.  
Such discussions are best held as soon as the testing and related analyses of results are 
completed. 
 
If you used the Automated Assessment Approach, the results of the survey questionnaire 
(questions based around the eight management integrity measures and other program or 
administrative policies and procedures) and responses are analyzed by the Survey Tracker 
software and a graphical summary report, known as a spider diagram, is produced.  The 
summary report presents the actual assessment against a Department or bureau defined standard 
for each management integrity measure (as shown in the spider diagram contained in the Case 
Studies ).   The closer the results of the actual assessment for each measure are to the defined 
minimum standard of each integrity measure or to the center of the spider diagram, sufficient 
internal controls for the program (or activity evaluated) are in place and working.  The further 
from the center the minimum standard set for each integrity measure, the weaker the internal 
controls.  Managers should use results to strengthen internal controls where needed in their areas 
of responsibility or do additional targeted testing. 
 
Each internal integrity measure area is of equal importance and managers should use the spider 
diagram to determine the strong and weak internal control areas. Managers should work toward 
achieving balance between the areas to foster continuous improvement through benchmarking, 
training, and outreach programs with emphasis on accountability. 
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Develop Plans for Corrective Action  
 
The primary purpose of the control evaluation process is to assist managers in identifying and 
correcting weaknesses.  When a weakness is found, a decision must be made to institute new 
controls, improve existing controls, or accept the risk inherent with not correcting the weakness 
(unless the weakness surpasses established materiality thresholds).  The decision must be 
documented in the evaluation’s corrective action plan.   
 
The following information should be completed while preparing corrective action plans (Refer to 
Chapter 4, Developing and Implementing Corrective Actions, for detailed requirements). 
 

• Summary Description of the Weakness/Deficiency 
• Year First Identified 
• Target Correction Date 
• Accountable Official 
• Funding/Resources Required to Resolve the Weakness/Deficiency 
• Summary of Corrective Actions 
• Quarterly Corrective Actions 
• Metrics   

 
REPORT THE RESULTS 
 
Control evaluation results for each component should be summarized in a report.   The report 
should identify control weaknesses and describe plans for corrective action.  Since the report 
forms the basis for the certification required by FMFIA, it must provide the bureau head and 
assistant secretary with sufficient assurance that the review was conscientiously performed and 
accurately reflects the condition of internal controls. 
 
The report should contain all control weaknesses which are significant to the next higher 
organizational level, regardless of the process through which the weaknesses were identified.  
All sources of information on the status of controls, such as audit reports, management reviews, 
and routine management reports, are to be considered in identifying control weaknesses.  The 
transmittal memorandum should describe:  (1) The risks that the evaluation focused on; and (2) 
the testing conducted, locations, controls techniques tested, and type and amount of testing. 
 
The report should be submitted to the official designated as the responsible official for 
component controls and their evaluation.  After review by the responsible official, the report is to 
be transmitted to the bureau ICC for approval by the bureau head.  The report must be approved 
by the bureau head and appropriate program assistant secretary and submitted to PFM with a 
copy to the OIG. 
 
DOCUMENT THE EVALUATION 
 
Documentation is written material explaining the operation of the control system and the conduct 
of an internal control assessment.  GAO specific control standards require that all internal 
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controls and all transactions and other significant events are to be clearly documented and the 
documentation is to be readily available for examination.  In addition, responsible officials 
should prepare and maintain sufficient documentation to evidence the conduct of an internal 
control assessment and the basis for the results and conclusions reached.  This documentation 
should include written evidence concerning: 
 

• The officials participating in the review; 
• The risks reviewed; 
• The control examined; 
• The extent and type of control tests performed; 
• The analysis of the tests conducted; 
• A description of any weaknesses found; 
• The actions recommended to correct the weaknesses; and 
•  The responsible official. 

 
System documentation provides a means of communicating information on the operation of the 
control system and serves as a standard to measure the operation of the control system.  It further 
provides information necessary for supervisory or other review and serves as a basis for training  
new personnel.  Assessment documentation provides evidence that an internal control assessment 
was performed and provides support for the reasonable assurance determination.  It serves as the 
basis for supervisory review and quality control while assisting in subsequent assessments. 
 
How much documentation is enough?  Sufficient system documentation answers why the system 
was designed, what the system does, and how the system operates.  Sufficient evaluation 
documentation answers who did what, what were the results, and why were actions taken? 
 
NOTE: Sufficient documentation should not involve an inordinate amount of paper.  However, 
when testing financial reporting internal controls sufficient documentation must be available to 
demonstrate the bureaus assessment. 
 
 
 
 
 
 
 
 
 
 
 
 



Internal Control - 41 

SECTION 1 
ADDENDUM C 

CONDUCTING INTERNAL CONTROL REVIEWS 
 

Internal Control Reviews include all high risk areas in each event cycle. They are usually much 
more time-consuming and paper-intensive than Alternative Internal Control Reviews. Therefore, 
they are to be used sparingly. 
 
The Department has decided that Internal Control Reviews (ICR) are to be done on all controls 
or program areas considered to be of high risk.  As discussed later in this handbook, since an ICR 
requires a description of all event cycles and analysis of control objectives and techniques, 
testing is normally very detailed and extensive.  When the level of risk for controls or program 
areas is considered to be low, the Department has decided that an Alternative Internal Control 
Risk is appropriate because it is generally less paper intensive and more cost effective and 
efficient.  For program areas considered to be medium risk, it is management’s discretion as to 
whether the ICR or AICR is more appropriate; the decision to use the ICR or AICR should be 
based on the visibility of the program, the dollar impact of the program on outside entities 
(public or governmental), etc.  
 
Suggested steps for conducting ICRs are listed below. 
 
START THE EVALUATION 
 
Plan the Evaluation 

 
The ICR should be carefully planned to gain managerial support and to ensure that objectives are 
accomplished. The planning process should include the following tasks. 
 

• Determine scope and objectives.  Consider whether the purpose of the AICR is to 
perform a comprehensive review of controls over all the high risk areas or if it is to 
perform a limited review of one aspect of the component. 

 
• Assign staff. The team members selected should be knowledgeable of the program area, 

have analytical skills, and be trained in conducting control evaluations. Ideally, team 
members should be selected from within the responsible program office or from an 
independent “program-evaluation” office. The number of reviewers should be based on 
the complexity and scope of the review. 

 
• Allocate staff resources and establish timeframes.  It is helpful to identify the 

minimum and maximum amount of staff resources to be used for completing each task. 
The final planned completion date should be set with interim planned completion dates 
for each review task. 
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Component Survey 

 
The next step in the assessment process is to survey the component to be reviewed. The survey is 
primarily a fact-finding and data-gathering exercise to establish the framework in which the 
component operates. It includes reviewing authorizing legislation, implementing regulations, 
policies and procedures, planning and budget documents, organizational charts, and other 
pertinent documents and records. It also includes reviewing audit reports, results of internal 
reviews, and similar evaluations. The survey provides the input for the steps that follow. If a 
survey has been previously conducted, the reviewer should check to see if the survey is still 
accurate. 
 
Analysis of the General Control Environment 

 
The purpose of analyzing the general control environment is to determine if management’s 
attitude is conducive to a strong internal control system. The analysis of the general control 
environment will provide the reviewer with a preliminary opinion about the effectiveness of 
specific controls. If an analysis has been previously completed, check to see if it is still accurate 
and update as necessary.  (Use Worksheet in Exhibit 1 for this analysis). 
 
The factors that influence the general control environment are: 
 

• Organization; 
• Delegation of authority; 
• Policies and procedures; 
• Personnel; 
• Planning, Budgeting, and Accounting; and 
• Reporting. 

 
Analysis of Information Technology 

 
If the component contains an IT application, it should be analyzed to determine if IT application 
controls should be reviewed. This review of IT can be a separate review. An IT application 
should be included if it contains any of the following characteristics. 
 

• Processes information used for significant management decisions; 
• Calculates or records amounts owed by or to the government; 
• Maintains balances or other records used to control government resources; 
• Maintains or processes information necessary for effective and efficient program 

operation; or 
• Maintains or processes sensitive information. 

 
NOTE:  Section 3, Chapter 3, Executing ICR for Information Systems and IT Programs, of this 
handbook provides additional details on this process. 
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DEFINE CONTROL SYSTEMS 
 
Identify and Document Event Cycles 

 
An event cycle is a series of related steps that constitute a distinct and separate process or 
activity within a component. Each program or administrative component of a bureau contains 
one or more event cycles that help achieve the goals of the component. 
 
In general, components can be comprised of either process-related sets of event cycles, as in 
administrative-type components, or program sets of event cycles. For example, the cash 
management administrative component of a bureau normally includes billing, collecting, 
depositing, procuring, and disbursing event cycles. By contrast, most program components 
normally include planning, budgeting, executing, reporting, and administrative event cycles. 
 
Some components, such as concessions management, may be described as either an 
administrative or program component and, accordingly, may be segmented into administrative or 
program event cycles. It is up to the reviewer to determine which type best fits the component 
being reviewed. 
 
An important step in the review process is to first identify and then list all the event cycles of the 
component. The next step is to develop a thorough understanding of how each event cycle 
functions. If a detailed description of the event cycle does not already exist, then documentation 
should be prepared using flowcharts and/or narrative descriptions.  This detailed description 
should be retained as part of the ICR documentation. 
 
Background information necessary for creating such documentation may be obtained through 
interview, observation, or existing records such as mission and function statements. 
Documentation of the event cycle should be sufficient to provide an in-depth understanding of 
the objectives and operations of every cycle. 
 
Identify and Document All Risks 

 
After listing the event cycles, the potential risks involved within each event cycle must be 
identified. The reviewer should categorize the identified risks within each cycle as high, medium, 
or low. The impact of each risk (the probability of its occurrence and the severity of its 
consequences) should be considered. High risks are those which could prevent the event cycle 
from achieving its objective or result in substantial loss of government resources. 
 
The reviewer would then determine, based upon knowledge of the activity and the objective of 
the event cycle, which risks are high. 
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Identify and Document Control Objectives 
 

Control objectives are what you want to achieve. Specifically, control objectives are the desired 
goals for a specific event cycle that reduce the potential for fraud, waste, and abuse or ensure the 
efficiency, effectiveness, and economy of operations within the event cycle.  These objectives 
should correspond to the risks identified for the event cycle and set forth the specific goals the 
control system is to meet. 
 
Setting control objectives involves turning the potential risk into a goal. To identify a control 
objective, ask what needs to happen in order to avoid a specific risk.  The reviewer should state 
what the objective will achieve and how it will be determined whether the objective was 
achieved. 
 
If the component being reviewed does not have control objectives, the reviewer should develop 
the control objectives during the review in order to proceed to identifying and documenting the 
control techniques. 
 
Identify and Document Control Techniques 

 
Control techniques are a series of carefully constructed checks and balances designed to provide 
reasonable assurance that the control objectives are met in an efficient and effective manner. 
Control techniques should be observable and cost effective. Examples of control techniques 
include passwords to limit access to databases, written delegations of authority, technical reports, 
documentation of processes and procedures for carrying out program and administrative 
activities, periodic supervisory reviews, comparisons of actual results to planned results, and 
segregating sensitive duties among several individuals. 
 
When developing control techniques, it is crucial to identify the relationship between the 
techniques to determine if the controls are operating as planned and are sufficient to provide 
reasonable assurance of achieving the control objectives. 
 
Compare Control Systems to the GAO Control Standards 

 
The GAO control standards (web site address www.gao.gov) define the minimum level of 
quality acceptable for an internal control system.  These standards apply to all operations and 
functions except development of legislation, rulemaking, or discretionary policymaking. The five 
GAO standards for internal control are: (1) Control environment; (2) risk assessment; (3) control 
activities; (4) information and communications; and (5) monitoring. These standards define the 
minimum level of quality acceptable for internal control in government programs and 
administrative operations and provide the basis against which internal control is to be evaluated. 
The standards apply to all aspects of an agency’s operations—programmatic, financial, and 
compliance.  
 
NOTE:  The term internal control as used in the GAO standards is synonymous with the term 
management control as it was used in the prior version of OMB Circular A-123. 
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The GAO standards provide a general framework for internal controls.  Agency/bureau 
management is responsible for developing the detailed policies, procedures, and practices to fit 
their operations, and ensuring that internal controls are built into and are an integral part of 
operations.  A more detailed description of the standards follows. 
 

• Control Environment. Management and employees should establish and maintain an 
environment throughout the organization that sets a positive and supportive attitude 
toward internal control and conscientious management. 

 
• Risk Assessment. Internal control should provide for an assessment of the risks the 

agency faces from both external and internal sources. Risk assessment is the 
identification and analysis of relevant risks associated with achieving the objectives, such 
as those defined in strategic and annual performance plans developed under the GPRA, 
and forming a basis for determining how risks should be managed. 

 
• Control Activities.  Internal control activities help ensure that management’s directives 

are carried out. The control activities should be effective and efficient in accomplishing 
the Department’s control objectives. Control activities are the policies, procedures, 
techniques, and mechanisms that enforce management’s directives, such as the process of 
adhering to requirements for budget development and execution. They also help ensure 
actions are taken to address risks. Control activities include approvals, authorizations, 
verifications, reconciliations, performance reviews, maintenance of security, and the 
creation and maintenance of related records which provide evidence of execution of these 
activities along with supporting documentation. Examples of control activities include: 

 
 

• Top level reviews of actual performance; 
• Reviews by management at the functional or activity level; 
• Management of human capital; 
• Controls over information processing; 
• Physical control over vulnerable assets; 
• Establishment and review of performance measures and indicators; 
• Segregation of duties; 
• Proper execution of transactions and events; 
• Accurate and timely recording of transactions and events; 
• Access restrictions to and accountability for resources and records; and 
• Appropriate documentation of transactions and internal control. 

 
• Information and Communications. Information should be recorded and communicated to 

management and others within the entity who need it and in a form and within a 
timeframe that enables them to carry out their internal control and other responsibilities. 
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• Monitoring. Internal control monitoring should assess the quality of performance over 
time and ensure that the findings of audits and other reviews are promptly resolved. 

 
REVIEW THE SYSTEM DESIGN 
 
An assessment of a system of internal controls is based on a documented understanding of the 
system. Information obtained during the survey of the component and documentation of the 
control system should be studied. This part of the ICR should focus on the adequacy of the 
control objectives and the design of the control techniques. During this process, the reviewer 
should answer at least the following questions. 
 
Adequacy of control objectives:  An agency must review sufficient controls to assure that 
systems and applications are designed to operate effectively, provide confidentiality, integrity,  
availability and protect information from loss, misuse and unauthorized access or modification. 
 
 
Adequacy of control techniques:  Control techniques must determine and gain a high level 
indication that the system and the information are adequately secured.  Management, Operational 
and Technical controls should all be included in the assessment. 
 

• Have complete, logical, and applicable control objectives been established? 
• Do existing controls appear sufficient to manage the risks and satisfy the control 

objectives? 
• Do existing controls appear excessive for the risks and control objectives specified? 
• Can or should other controls be used to either reduce risk or improve the efficiency of the 

system? 
 
The answers to these questions will lead the reviewer to a judgment about the system’s 
theoretical strengths and weaknesses. This, in turn, enables the reviewer to focus on the 
appropriate areas to be examined during the testing phase. 
 
TEST THE CONTROL SYSTEM 
 
Testing verifies the effectiveness of control techniques in operation by determining if they are, in 
fact, operating as intended, meeting the control objectives, and reducing risks. By testing, the 
responsible official can quickly validate whether: 
 

• Prescribed procedures are performed in accordance with instructions; 
• Procedures are performed by personnel having no incompatible duties; 
• Actual transactions processed in the operation are in fact those authorized for the group; 

and 
• Actual operations are conducted in accordance with the control objectives and techniques 

which have been devised for the component. 
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The focus of testing should be upon high risk areas and those areas of inadequate internal control 
system design.  Testing consists of the following steps. 
 
Select Controls to be Tested 

 
It is both impractical and unnecessary to test all control techniques. The control techniques to be 
tested should be those that contribute most to achieving the control objectives or managing the 
risk. A control should be eliminated from testing when:  (1) The technique does not meet the 
control objective or manage the risk because it is poorly designed, unnecessary, duplicative, or is 
not performed in a timely manner; and (2) the cost of testing exceeds the value of the technique 
being tested. If a technique is excluded from testing, the reasons supporting this decision should 
be recorded. 
 
Select Test Methods 

 
Testing methods include: 
 

• Document analysis – reviewing existing records, completed forms, or other 
documentation; 

 
• Transaction testing – entering and processing transaction data through the system or by 

tracing transactions through the system; 
 

 
• Observation – watching the performance of specific control technique; and/or 

 
 
• Interview – eliciting information from the personnel who perform the control technique. 

 
 
Tests should not be limited to information obtained through interviews, but interviews should be 
used to supplement document analyses and/or observation. One or more methods of testing may 
be combined during the test. 
 
The Automated Assessment Approach discussed in detail in Addendum A may also be used 
here.  Please refer to Addendum A for additional information. 
 
Determine Amount of Testing 

 
It is unrealistic to observe every time a control is used or review 100% of the records at all 
locations. The reviewer must select the organizations and locations where the tests will be 
conducted and select a sample for each control to be tested. 
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Plan Data Collection 
 

Accurate recording of test results is an extremely important part of the testing process. A data 
collection plan assists in determining how to record the test results. For example, interview 
guides should be used to ensure that all areas of concerns are discussed. 
 
Conduct the Tests 

 
While conducting the tests, the sample plan should be followed unless it is determined that it is 
necessary to revise the scope or size of the sample based on the results of the initial sample. 
Consider increasing the sample size if the initial tests provide mixed results. When possible, 
retain copies of authorizing documents or other physical evidence that control techniques are 
working. 
 
A control is not effective when the assessment determines it is not adequately designed or when 
it is reviewed and determined that it is not functioning effectively.  There is a control gap when a 
control does not exist for a given assertion, when a control does not adequately address a 
relevant assertion, or a control is not operating effectively.  Reviewers should always determine 
that other compensating controls do not exist that would mitigate the risk. 
 
NOTE: Watch for compensating controls. Sometimes a control technique will appear to be weak 
or not operating. In such a case, determine if personnel are compensating for the shortcomings 
by using informal control mechanisms. If informal control mechanisms are being used, evaluate 
and document them during the testing. 
 
Analyze Test Results and Develop Conclusions  
 
The tests of specific control techniques must be analyzed to determine if the degree of 
compliance with control techniques is adequate.  It is important to remember that usually several 
control techniques are utilized to meet a control objective or manage a risk. Accordingly, the 
failure to substantially comply with one individual control technique does not necessarily result 
in a failure to meet the control objective or manage a risk. 
 
The test results should then be discussed with managers responsible for operating the control 
techniques at the location or organization that was reviewed. These discussions will: (1) 
Communicate the results of the tests and any conclusions drawn; (2) seek agreement on those 
conclusions, and (3) elicit recommendations from the managers on any necessary corrective 
actions.  Such discussions are best held as soon as the testing and related analyses of results are 
completed. 
 
Develop Plans for Corrective Action 
 
The primary purpose of the control assessment process is to assist managers in identifying and 
correcting weaknesses. When a weakness is found, a decision must be made to institute new 
controls, improve existing controls, or accept the risk inherent in the weakness. In many cases 



Internal Control - 49 

the appropriate action is apparent but in other cases further analysis may be necessary before a 
plan for corrective action can be made. Selecting corrective actions involves creating a strategy 
for achieving the control objectives. The actions selected should use the least amount of dollar 
and personnel resources possible and ensure the achievement of the control objectives or results. 
 
The following information should be completed while preparing corrective action plans (Refer to 
Chapter 4, Developing and Implementing Corrective Actions, for detailed requirements). 
 

• Summary Description of the Weakness/Deficiency 
• Year First Identified 
• Target Correction Date 
• Accountable Official 
• Funding/Resources Required to Resolve the Weakness/Deficiency 
• Summary of Corrective Actions 
• Quarterly Corrective Actions 
• Metrics   

 
REPORT THE RESULTS 

 
Control assessment results for each component should be summarized in a report. The report 
should identify control weaknesses and describe plans for corrective action. Since the report 
forms the basis for the certification required by FMFIA, it should provide the bureau head and 
program assistant secretary with sufficient assurance that the review was conscientiously 
performed and accurately reflects the condition of internal controls. 
 
The report should contain all control weaknesses which are significant to the next higher 
organizational level, regardless of the process through which the weaknesses were identified. All 
sources of information on the status of controls, such as audit reports, management reviews, and 
routine management reports, are to be considered in identifying control weaknesses. The 
transmittal memorandum should describe: (1) Risks that the evaluation focused on; and (2) 
testing conducted, locations, controls techniques tested, and type and amount of testing. 
 
The report should be submitted to the official designated as responsible for component controls 
and their evaluation. After review by the responsible official, the report is to be transmitted to the 
bureau ICC for approval by the bureau head. The report must be approved by the bureau head 
and appropriate program assistant secretary and submitted to PFM with a copy to the OIG. 
 
DOCUMENT THE EVALUATION 

 
Documentation is written material explaining the operation of the control system and the conduct 
of an internal control assessment.  GAO specific control standards require that all internal 
controls and all transactions and other significant events are to be clearly documented, and the 
documentation is to be readily available for examination.  In addition, responsible officials 
should prepare and maintain sufficient documentation to evidence the conduct of an internal 
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control assessment and the basis for the results and conclusions reached. This documentation 
should include written evidence concerning: 
 

• The officials participating in the review; 
• The risks reviewed; 
• The controls examined; 
• The extent and type of control tests performed; 
• The analysis of the tests conducted; 
• A description of any weaknesses found; 
• The actions recommended to correct the weaknesses; and 
• The responsible official. 

 
System documentation provides a means of communicating information on the operation of the 
control system and it serves as a standard to measure the operation of the control system.  It 
further provides information necessary for supervisory or other review and serves as a basis for 
training new personnel.  Evaluation documentation provides evidence that an internal control 
assessment was performed and provides support for the reasonable assurance determination. It 
serves as the basis for supervisory review and quality control while assisting in subsequent 
assessments. 
 
How much documentation is enough?  Sufficient system documentation answers why the system 
was designed, what the system does, and how the system operates. Sufficient evaluation 
documentation tells the reviewer who did what, what were the results, and why were actions 
taken. 
 
NOTE: Sufficient documentation should not involve an inordinate amount of paper.  However, 
when testing financial reporting internal controls, sufficient documentation must be available to 
demonstrate the bureau’s assessment. 
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SECTION 1 
ADDENDUM D 

REFERENCES FOR FEDERAL REGULATIONS 
 
Information related to public laws, OMB Circulars, and regulatory authorities that govern the 
Department of the Interior’s internal control program are included in this addendum.  OMB 
circulars applicable to internal controls and referenced in this Handbook can be obtained from 
the OMB Web-site: www.whitehouse.gov/OMB/Circulars 
 
 

Regulation Title Date 
IG Act (P.L. 95-452) Inspector General Act of 1978 Amended 10/18/88
GPRA Government Performance & Results Act 1/5/93 
FMFIA (P.L. 97-255) Federal Managers Financial Integrity Act  9/8/82 
CFO Act (P.L. 101-576) Chief Financial Officer’s Act of 1990 11/15/90 
OMB Circular A-127 Financial Systems  Revised 12/1/04 
GMRA (P.L. 103-356) Government Management Reform Act 10/13/94 
ITMRA Act of 1996 
(P.L. 104-106) 

Information Technology Management Reform 
Act (Clinger-Cohen Act) 

8/8/96 

FFMIA (P.L. 104-208) Federal Financial Management Improvement 
Act 

9/30/96 

GPEA (P.L. 105-277, 
Title XVII)  

Government Paperwork Elimination Act 10/21/98 

OMB Circular A-130 Management of Federal Information Resources Revised 11/30/00 
IPIA (P.L. 107-300) Improper Payments Information Act 11/26/02 
FISMA (P.L.107-347 – 
Title III) 

Federal Information Security Management Act  12/17/02 

Sarbanes-Oxley Act 
(P.L.107-204 116 Stat. 
745) 

Sarbanes-Oxley Act of 2002 7/30/02 

OMB Circular A-133 
(P.L. 98-502 - 1984) 
(P.L. 104-156 – 1996) 

Single Audit Act  Amended 6/27/03 

OMB Circular A-123 Management’s Responsibility for Internal 
Control 

Revised 12/21/04 

OMB Circular A-11 Preparation, Submission, and Execution of the 
Budget 

6/21/05 

 
Inspector General Act of 1978 (IG Act), as amended 
 
The IG Act provides for independent reviews of agency programs and operations.  IGs are 
required to submit semiannual reports to Congress on significant abuses and deficiencies 
identified during the reviews and the recommended actions to correct those deficiencies.  IGs 
and/or external auditors are required by the Government Auditing Standards and OMB Bulletin 
No. 01-02 Audit Requirements of Federal Financial Statements, as amended to report material 
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weaknesses in internal control related to financial reporting and noncompliance with laws and 
regulations as part of the financial statement audit.  Auditors also provide recommendations for 
correcting the material weaknesses.  Agency managers, who are required by the IG Act to follow 
up on audit recommendations, should use these reviews to identify and correct problems 
resulting from inadequate or poorly designed controls, and to build appropriate controls into new 
programs.  Audit work planned by the IG should be coordinated with management’s assessment 
requirements to ensure cost effectiveness and avoid duplication. 
 
Government Performance and Results Act (GPRA) and Program Assessment Rating Tool 
(PART) 
 
To support results-oriented management, GPRA requires agencies to develop strategic plans, set 
performance goals, and report annually on actual performance compared to goals.  With the 
implementation of the revised Circular A-123 legislation, these plans and goals are integrated 
into the budget process, the operational management of agencies and programs, and 
accountability reporting to the public on performance results, and on the integrity, efficiency, and 
effectiveness with which they are achieved.  Similarly, the Program Assessment Rating Tool 
(PART)’s primary purpose is to assess program effectiveness and improve program performance.  
The PART has also become an integral element of the budget process when making funding 
resource allocations or decisions.   
 
Federal Managers Financial Integrity Act of 1982 (FMFIA)  
 
The FMFIA requires agencies to establish and maintain internal control.  The agency head must 
annually evaluate and report on the control and financial systems that protect the integrity of 
Federal programs; Section 2 and Section 4, respectively.  The requirements of FMFIA serve as 
an umbrella under which other reviews, evaluations, and audits should be coordinated and 
considered to support management’s assertion about the effectiveness of internal control over 
operations, financial reporting, and compliance with laws and regulations. 
 
Chief Financial Officers Act, as amended (CFO Act) 
 
The CFO Act requires agencies to establish and assess internal control related to financial 
reporting.  The Act requires the preparation and audit of financial statements.  In this process, 
auditors report on internal control and compliance with laws and regulations related to financial 
reporting.  Therefore, the agencies covered by the Act have a clear opportunity to improve 
internal control over their financial activities, and to evaluate the controls that are in place.  The 
Accountability of Tax Dollars Act of 2002 amended the CFO Act to expand the types of Federal 
agencies that are required to prepare audited financial statements. 
 
Meeting the accelerated financial statement reporting due date also provides incentive for 
agencies to have added discipline and effective internal control to routinely produce reliable 
financial information.  Deficiencies in internal control need to be mitigated to ensure timely and 
accurate financial information. 
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OMB Circular A-127, Financial Systems 

This circular prescribes policies and standards for executive Departments and agencies to follow 
in developing, operating, and reporting on financial management systems.  A financial system is 
an information system (automated or manual) comprised of one or more applications, that is used 
for either: (a) collecting, processing, maintaining, transmitting, and reporting data about financial 
events; (b) supporting financial planning or budgeting activities; (c) accumulating and reporting 
cost information; or, (d) supporting the preparation of financial statements.  OMB Circular A-
127 was revised December 1, 1994, to include coordination among the operators of agency 
financial management systems, vendors of financial management software, E-Gov shared 
services, and the Department of Treasury.  The revisions incorporate the transfer of 
responsibilities from the Joint Financial Management Improvement Program to the Chief 
Financial Officer’s Council and the Office of Federal Financial Management.  

Government Management Reform Act 
 
The Government Management Reform Act was enacted to provide a more effective, efficient, 
and responsive Government.  Included in this act: Title I, Limitation on Pay which amends the 
Legislative Reorganization Act of 1946 and other Federal law to limit annual cost of living 
adjustments for Members of Congress, the Vice President, senior Government officials; Title II, 
Human Resource Management amends Federal civil service law to eliminate unlimited 
accumulation of annual leave by members of the Senior Executive Service and sets a limit on 
excess leave of 90 days per year; Title III, Streamlining Management Control authorizes the 
Director of OMB to publish annually in the President’s Budget any recommendations for the 
consolidation, elimination, or adjustment in frequency and due dates of statutorily required 
periodic reports to the Congress or its committees; and Title IV, Financial Management (Federal 
Financial Management Act of 1994, which amends Federal law to require direct deposit of 
Federal wage, salary, and retirement payments by electronic funds transfer for recipients who 
began receiving such payments on or after January 1, 1995. 
 
Clinger-Cohen Act of 1996 (formerly known as the Information Technology Management 
Reform Act) 
 
The Clinger-Cohen Act requires agencies to use a disciplined capital planning and investment 
control process to maximize the value and assess and manage the risks of the information 
technology acquisitions.  The Act requires that agencies establish goals for improving the 
efficiency and effectiveness of agency operations and, as appropriate, the delivery of services to 
the public through the effective use of information technology; prepare an annual report . . . on 
the progress in achieving the goals; ensure that performance measurements are prescribed for 
information technology used by, or to be acquired for, the executive agency and that the 
performance measurements measure how well the information technology supports programs of 
the executive agency; where comparable processes and organizations in the public or private 
sectors exist, quantitatively, benchmark agency process performance against such processes in 
terms of cost, speed, productivity, and quality of outputs and outcomes; analyze the missions of 
the executive agency and, based on the analysis, revise the executive agency’s mission-related 
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processes and administrative processes as appropriate before making significant investments in 
information technology that is to be used in support of the performance of those missions; and 
ensure that the information security policies, procedures, and practices of the executive agency 
area adequate. 
 
Federal Financial Management Improvement Act of 1996 (FFMIA) 
 
The FFMIA requires agencies to have financial management systems that substantially comply 
with the Federal financial management systems requirements, standards promulgated by the 
Federal Accounting Standards Advisory Board (FASAB), and the U.S. Standard General Ledger 
(USSGL) at the transaction level.  Financial management system shall have general and 
application controls in place in order to support management decisions by providing timely and 
reliable data.  The agency head shall make a determination annually about whether the agency’s 
financial management systems substantially comply with the FFMIA.  If the systems are found 
not to be compliant, management shall develop a remediation plan to bring those systems into 
substantial compliance.  Management shall determine whether non-compliances with FFMIA 
should also be reported as non-conformances with Section 4 of FMFIA. 
 
Government Paperwork Elimination Act (GPEA) 
 
GPEA was enacted to make government service delivery more efficient while ensuring baseline 
standards for electronic signatures across federal agencies. 
 
OMB Circular A-130, Management of Federal Information Resources 
 
This circular establishes uniform government-wide policies for the management of federal 
information resources required by the Paperwork Reduction Act of 1980, as amended by the 
Paperwork Reduction Act of 1995.  The Paperwork Reduction Act mandates that agencies 
perform their information resources management activities in an efficient, effective, and 
economical manner.  Agencies are to evaluate their information resources management practices 
to determine the adequacy and efficiency and compliance with information resources 
management policies, principles, standards, and guidelines promulgated by the Director, OMB.   
 
In addition to the requirements of Circular A-130, the Federal Information Security 
Management Act (FISMA) of 2002 (part of the Electronic Government Act of 2002, Title III), 
assigned specific responsibilities to agencies to strengthen information system security.  FISMA 
requires the head of each agency to implement policies and procedures to cost-effectively reduce 
information technology security risks to an acceptable level.  To ensure the adequacy and 
effectiveness of information security controls, FISMA requires agency program officials, Chief 
Information Officers, and Inspectors General to conduct annual reviews of the agency’s 
information security program and report the results to OMB.   
 
Improper Payments Information Act (IPIA) of 2002 
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The IPIA requires agencies to review and “. . . identify programs and activities that may be 
susceptible to significant improper payments.”  Agencies must annually submit estimates of 
improper payments, corrective actions to reduce the improper payments, and statements as to 
whether its current information systems and infrastructure can support the effort to reduce 
improper payments.  The nature and incidence of improper payments shall be considered when 
assessing the effectiveness of internal control. 
 
Federal Information Security Management Act (FISMA) of 2002  
 
FISMA, part of the Electronic Government Act of 2002, Title III, assigned specific 
responsibilities to agencies to strengthen information system security.  FISMA requires the head 
of each agency to implement policies and procedures to cost-effectively reduce information 
technology security risks to an acceptable level.   
 
Sarbanes-Oxley Act of 2002 
 
Section 404 of the Public Company Accounting Reform and Investor Protection Act of 2002 
(Sarbanes-Oxley Act), requires every annual report of public companies to include 
management’s assessment on the effectiveness of the entity’s internal controls. 
 
OMB Circular A-133, Single Audit Act  
 
The Single Audit Act, as amended June 21, 2005, requires financial statement audits of non-
Federal entities that receive or administer grant awards of Federal monies.  The financial 
statement audits include testing the effectiveness of internal control and determining whether the 
award monies have been spent in compliance with laws and regulations.  Each Federal agency 
which provides Federal awards shall review audits of the recipients to determine whether 
corrective actions are implemented with respect to audit findings.  
 
OMB Circular A-123, Management’s Responsibility for Internal Control (formerly 
Management Accountability and Control) 
 
Circular A-123 defines management’s responsibility for internal control.  The policy changes in 
this circular are intended to strengthen the requirements for conducting management’s 
assessment of internal control over financial reporting and emphasize the need for agencies to 
integrate and coordinate internal control assessments with other internal control-related 
activities.  This circular emphasizes the need for integrated and coordinated internal control 
assessments that synchronize all internal control-related activities. Agencies and individual 
Federal managers must take systematic and proactive measures to develop and implement 
appropriate, cost effective internal controls for results-oriented management; assess the adequacy 
of internal control in Federal programs and operations; separately assess and document internal 
control over financial reporting; identify needed improvements; take corresponding corrective 
action; and report annually on internal control through management assurance statements. 
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OMB Circular A-11, Preparation, Submission, and Execution of the Budget 
 
This circular provides an overview of the budget process, including the basic laws that regulate 
the budget and the terms and concepts needed to understand the budget process.  Circular A-11 
provides instructions for preparing and submitting materials required for OMB and Presidential 
review of agency requests and for formulation of the fiscal year 2007 Budget, including 
development and submission of a performance budget, which replaces the annual performance 
plan required by the Government Performance and Results Act for fiscal year 2007.  This 
circular also covers Federal credit programs, strategic plans and annual program performance 
reports, and provides an overview of the performance budget.  Planning, budgeting, and 
acquisition of capital assets is discussed and instructions are provided for preparation and 
submission. 
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Department of the Interior 
Departmental Manual 

 
 
Effective Date:  8/2/04 
Series:  Financial Management 
Part 330:  General 
Chapter 1:  Issuance of Instructions 
 
Originating Office:  Office of Financial Management 
 
330 DM 1 
 
1.1 Purpose.  The Chief Financial Officers Act of 1990 requires that the Departmental Chief 
Financial Officer (CFO) issue financial policies and accounting standards for the Department of 
Interior (DOI).  This chapter describes the objectives of the financial policies and accounting 
standards, provides references to the handbooks and documents that contain these guidelines, and 
establishes the responsibility for maintenance of this series. 
  
 1.2 Objectives of Financial Policies and Accounting Standards.  
 
 A. Standardize DOI financial data and provide for intra-bureau and office data 
interchange. 
 
 B. Streamline processes for recording financial events and reporting financial 
information. 
 
 C. Enable bureaus and offices to apply common standards while providing flexibility to 
satisfy unique needs. 
 
 D. Promote uniform accounting processes to aid entities in implementing the 
Department's accounting systems. 
 
 E. Increase the reliability and consistency of financial information in DOI. 
 
1.3 DOI Financial Policies and Accounting Standards.  DOI financial policies and 
accounting standards are contained in the following documents and can be accessed at 
www.doi.gov/pfm/policy.html.  
 
 A. Department of Interior Accounting Handbook is the official presentation and 
interpretation of the financial management-related laws, regulations, and policies issued by 
authoritative bodies to ensure their consistent application both in recording and reporting 
transactions throughout the Department.  This Handbook provides bureaus and offices with a 
single, definitive source for Department-wide standards for financial policies and accounting 
standards.  
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 B. Cash Management Handbook describes the regulations governing the administration 
of cash held outside the U.S. Treasury, i.e., cash under the direct control and custody of DOI 
employees.  The objectives provide for uniformity in the administration and accountability of 
funds; lessen the vulnerability of loss or misuse of cash funds; and promote good cash 
management practices. 

 
 C. Credit and Debt Management Handbook provides guidance to bureaus and offices to 
ensure that consistent credit and debt management practices are established and followed 
throughout the Department. 

 
 D. Department of Interior Interagency Acquisitions Handbook applies to agreements 
between governmental departments (agencies) and between bureaus and offices within DOI.  It 
assigns responsibilities and establishes general policies and procedures for the preparation, 
review, clearance, approval, monitoring, and closing of these agreements.  This is issued in 
coordination with the Office of Acquisition and Property Management.   

 
 E. Department of Interior Guidance on Preparing Financial Statements provides 
Departmental guidance for preparing and publishing the bureau and offices and the Departmental 
Annual Reports on Performance and Accountability. 

 
 F. Travel Policy guidance is contained in 347 DM 1. 
 
 G. Department of Interior Real Property Financial Management Policy Guide provides 
the DOI real property accounting policies and procedures developed in accordance with Federal 
Property Management Regulations (FPMR) and Statements of Federal Financial Accounting 
Standards (SFFAS).  These policies are provided to ensure effective financial control over DOI 
owned and leased real property.  This is issued in coordination with the Office of Acquisition 
and Property Management. 
 
 H. Management Control and Audit Follow-up Handbook provides a reference tool to 
assist Department managers, management control coordinators, and audit liaison officers who 
are responsible for or carry out responsibilities in the Management Control Program and/or the 
Audit Follow-up Program.  
 
 I. Financial Administration Memoranda (FAM) are issued by the Department and 
implement regulatory agency directives of a routine or technical nature. 
 
1.4 Policy Development and Maintenance.  The Office of Financial Management (PFM) 
directs and leads a policy development and maintenance process.  The process is inclusive of 
PFM; the Budget Office; and all bureau CFOs; and Finance, Budget and Program officers.  It 
provides for regularly scheduled as well as unscheduled quick response policy decisions and 
maintenance.  The process also allows for maintenance of a list of unresolved issues.  The policy 
process is described below: 
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 A. Policy Development Process.  A collaborative team approach will be used to 
prioritize, research, and develop financial and accounting policy.  Representatives from the 
bureaus and offices will comprise the teams.  When the subject matter is program related, bureau 
and office program representatives will be consulted or incorporated into the policy development 
effort.  Annually, in January, the Finance Officers Partnership (FOP) will identify policy issues, 
prioritize the issues, assign duties, and set due dates for development.  PFM may identify 
additional policy issues throughout the year.  The level of bureau and office involvement will 
depend upon the complexity, scope, and urgency of an issue and may require PFM to issue 
policy without using the collaborative team approach. When the circumstances and subject 
matter warrant, a formal team may be established to write the draft policy.  
 
 B. Review.  The bureaus and offices will review the draft policy and comment within 
30 days.  At the end of the review period, a collaborative meeting of the FOP, if required, will be 
set to discuss the recommended changes and to finalize the policy document.  
 
 C. Issuance of Handbooks.  The Director, PFM issues financial management handbooks 
as appropriate to supplement policy in the DM.  The DOI financial management handbooks are 
on line on the Office of Financial Management website at www.doi.gov/pfm/policy.html.  
Amendments to the handbooks will be transmitted by email using a sequential transmittal 
number and current date and incorporated into the handbook.  The last transmittal number will be 
referenced with the handbook. 
 
8/2/04 #3635 
Replaces 8/5/88 #2805 
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Effective Date:  8/2/04 
Series:  Financial Management 
Part 340:  Management Accountability and Control  
Chapter 1: General Policy and Responsibilities 
 
Originating Office:  Office of Financial Management 
 
340 DM 1 
 
1.1 Purpose. 
 
 A.      This Chapter provides Department of Interior (DOI) policy and responsibility for 
bureaus and offices in complying with the Federal Managers' Financial Integrity Act of 1982 
(FMFIA) (P.L. 97-255 (31 U.S.C. Secs. 1105, 1106, 1108, 1113, 3512)) 
http://www.ustreas.gov/offices/management/dcfo/management-controls/fmfia-legislation.pdf. 
This policy is designed to assist bureaus and offices in improving the accountability and 
effectiveness of their programs and operations management controls.  The major focus of the 
policy is the establishment, assessment, correction, and reporting on management controls.  The 
procedure to implement this policy is contained in the Management Control and Audit Follow-up 
Handbook at http://www.doi.gov/pfm/mgmtcont.html.  Bureaus have the discretion, where 
necessary, to supplement this policy guidance by developing additional bureau-specific 
instructions for use within the bureau.  
 
 B. Policy provided in this Chapter is intended to serve as a general framework for the 
Department's Management Control Program for which the Office of Financial Management 
(PFM) will periodically issue additional specific guidance.   
 
1.2 Scope.  All bureaus and offices with program and functional activities are to comply with 
this policy, except offices whose primary function is the issuance of policy.  Instruction for 
administrative control of funds is contained 328 DM 1-3. 
 
1.3 Authority and Background.  
 
 A.  The Congress, Office of Management and Budget (OMB), and General Accounting 
Office (GAO) have directed attention to the need for agencies to establish and maintain sound 
management control systems as a primary means of providing greater accountability, 
effectiveness and efficiency in achieving program goals and objectives and in preventing fraud, 
waste, and mismanagement.  As a part of daily program and operational management, the 
Department promotes the continuous monitoring of management controls.  This monitoring will 
facilitate the strengthening of management accountability, as well as the enhancement and 
improvement of program performance and operations. 
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 B. The FMFIA and OMB Circular A-123 at http://www.omb.gov require the agency 
head to conduct an ongoing review process of controls and to report annually on the adequacy of 
agency management and accounting control systems.  Under authority provided by the 
Government Management Reform Act of 1994 (GMRA) (P.L. 103-356) (31 U.S.C. Sec 101, et 
seq.)  http://www.thecre.com/fedlaw/legal1/s2170.htm, the Department's annual assurance on 
compliance with the FMFIA is incorporated into the Department's Performance and 
Accountability Report. The Chief Financial Officers (CFO) Act 
http://www.gao.gov/policy/12_19_4.pdf and Government Performance and Results Act (GPRA) 
http://www.whitehouse.gov/omb/mgmt-gpra/gplaw2m.html reinforce the need for effective 
management controls.  These Acts also call for the development of program performance 
indicators to monitor management's success in reaching program goals and desired outcomes. 
Department managers are to establish environments where management controls are understood, 
encouraged, practiced, and implemented.  
 
 C. Authority.  The basic authority for establishing and maintaining agency controls is 
vested in the Accounting and Auditing Act of 1950 (31 U.S.C. 3512), as amended by the 
FMFIA. Section 113 of the Accounting and Auditing Act of 1950) 
http://uscode.house.gov/title_31.htm requires the head of each agency to establish and maintain 
systems of management controls for all agency programs, organizations, and functions.  The Act 
also stipulates that accounting systems should conform to Federal accounting standards and 
related requirements.  The CFO Act identifies management control related activities as a primary 
responsibility of the Department's CFO.  The following four statutes, two OMB Circulars, and 
GAO Internal Control Standards were used to prepare this policy:  
 
  (1) Federal Managers' Financial Integrity Act of 1982 (P.L. 97-255 (31 U.S.C. 
Secs. 1105, 1106, 1108, 1113, 3512)) at 
http://www.ustreas.gov/offices/management/dcfo/management-controls/fmfia-legislation.pdf.   
 
  (2) Chief Financial Officers Act of 1990, (P.L. 101-576 (31 U.S.C. Sec. 501; et 
seq.)) http://www.gao.gov/policy/12_19_4.pdf  
 
  (3) Government Performance and Results Act of 1993, (P.L. 103-62 (5 U.S.C. 
Sec. 306) (31 U.S.C. Secs 1115-1119) (39 U.S.C. 2801-2805) 
http://www.whitehouse.gov/omb/mgmt-gpra/gplaw2m.html 
 
  (4) Federal Financial Management Improvement Act of 1996 (FFMIA), (P.L. 104-
208 (31 U.S.C. Sec. 801. et seq..)) http://www.dfas.mil/technology/pal/regs/ffmia.doc.   
 
  (5) OMB Circular A-123 Revised, Management Accountability and Control, 
http://www.whitehouse.gov/omb/circulars/a123/a123.html 
 
  (6) OMB Circular A-127 Financial Management Systems, 
http://www.whitehouse.gov/omb/circulars/a127/a127.html  
 
1.4 Policy.  
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 A. General.  Bureaus will establish, maintain, evaluate, improve, and report on their 
systems of program and operational controls.  These systems of control should constitute the full 
range of controls necessary to assist managers in reaching program goals and objectives, and in 
using Government resources efficiently and effectively.  All levels of management will involve 
themselves in assuring the effectiveness and adequacy of controls.  Also, all systems of 
management and accounting controls will be evaluated on an ongoing basis, and deficiencies, 
when detected, will be promptly corrected.  The results of evaluations must be documented, 
maintained and made available upon request to the Office of Inspector General (OIG), GAO or 
the Office of Financial Management (PFM).  The procedure to implement this policy is 
contained in the Management Control and Audit Follow-up Handbook available at 
www.doi.gov/pfm/mac/2003/mgmt_control_handbook.pdf.  
 
 B. Control Environment.  Each bureau should establish a control-conscious 
environment.  This environment should provide a disciplined atmosphere in which managers are 
aware of the need to establish systematic controls, monitor their application, and review 
periodically their effectiveness.  The control environment should encourage employee awareness 
of the existence of controls and their individual responsibilities in the development and 
implementation of controls.  
 
1.5 Responsibilities.  
 
 A. DOI Managers.  All managers directing or controlling resources within the 
Department are responsible for establishing, maintaining, evaluating, improving, and reporting 
on controls for their assigned areas.  Effective execution of management controls requires the 
utmost coordination and cooperation from all segments of the Department.  
 
 B. Management Control and Audit Follow-up Council.  
 
  (1) The Department's Management Control and Audit Follow-up Council 
(Council) comprised of the Assistant Secretary - Policy, Management and Budget/Chief 
Financial Officer (Chair), Inspector General (ex officio), Solicitor, and Program Assistant 
Secretaries, is responsible for the following:  
 
   (a) overseeing Departmental FMFIA policy and reporting processes, 
 
   (b) establishing priorities in the correction and reporting of program and 
operational material weaknesses and accounting material non-conformances (a material 
deviation in accounting system design or operation from accepted accounting standards). 
 
    (c) ensuring that appropriate funding for correction of the identified material 
weaknesses and material non-conformances is requested in the budget process, and  
 
   (d) emphasizing the early warning of potential management control 
deficiencies.  
 

Internal Control - 107



 

 

  (2) The Council meets periodically (usually semiannually) with bureau and office 
heads to discuss their respective management control program and plans, identification and 
correction of program and operational material weaknesses and accounting non-conformances.  
 
 C. The Assistant Secretary - Policy, Management and Budget/CFO has the primary 
responsibility for managing the Department's compliance with OMB Circulars A-123 and A-127, 
the FMFIA, the CFO Act, the FFMIA, and the GPRA.  
 
 D. The Office of Financial Management (PFM) is responsible for: (a) providing staff 
assistance to the Council; (b) recommending management control policies and procedures; (c) 
providing oversight and guidance to the bureaus concerning the review, evaluation, and 
maintenance of effective controls; (d) managing, directing, and evaluating the Department's 
reporting under OMB Circulars A-123 and A-127, the FMFIA, the FFMIA, and the CFO Act.  
 
 E. The Office of Acquisition and Property Management (PAM) is responsible for 
developing and issuing control evaluation guidelines for the acquisition, Federal assistance and 
property management functional areas; assessing the results of bureau control evaluations in 
these areas; and providing to PFM annually a summary assessment of the adequacy of bureau 
controls in these functional areas.  PAM is also responsible for overseeing, monitoring, and 
assessing and recommending for approval to PFM the completion of bureau corrective action 
plans addressing acquisition and property management material weaknesses.  
 
 F. The Office of the Chief Information Officer (OCIO) is responsible for developing 
and issuing control evaluation guidelines for conducting reviews of information technology 
general support systems and major applications; assessing the results of bureau control 
evaluations in these areas; and providing to PFM annually a summary assessment of the 
adequacy of bureau controls in these areas.  
 
 G. The Department's Office of Environmental Policy and Compliance, Office of Human 
Resources, Office of Civil Rights, Office of Budget, and PFM are responsible for issuing 
guidance to assist bureaus in conducting control evaluations of their respective functional areas.  
 
 H. The Office of Planning and Performance Management (PPP) is responsible for 
developing and issuing guidelines on the preparation of strategic plans, annual performance 
plans, and annual performance reports.  Guidelines include using management control reviews to 
fulfill GPRA requirements for program evaluations and data verification and validation. PPP also 
is responsible for review and clearance of GPRA documents prior to publication, and 
collaborates with PFM on the selection of GPRA goals and measures for the accountability 
report.  
 
 I. The Office of Inspector General (OIG) is responsible for performing routine 
evaluations of management controls within the scope of internal audits, as part of the OIG 
overall program of audits and investigations, and reporting the results in its audit reports.  In 
addition, the OIG annually reviews bureaus' administrative and accounting controls as part of its 
financial statement audits.  
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 J. The Solicitor (SOL), Inspector General, and Program Assistant Secretaries.  The 
Department's Council has proven to be an effective oversight forum for addressing and resolving 
management control and audit follow-up program issues.  The SOL, OIG, and Program Assistant 
Secretaries are encouraged to establish similar management control and audit follow-up councils 
or oversight groups in their respective offices to coordinate and monitor the management control 
and audit follow-up programs.  Such councils or oversight groups at a minimum should be 
responsible for:  (1) institutionalizing the management control process within their organizations, 
(2) establishing priorities in identifying, correcting and reporting of management control material 
weaknesses and accounting non-conformances, (3) ensuring that funding to correct identified 
deficiencies is requested in the budget process, and (4) establishing a quality assurance process 
that permits the responsible official to provide reasonable assurance to the Secretary of the 
Interior (Secretary) that the objectives of the FMFIA are being achieved.  
 
 K. Bureau Heads.  Bureau heads and/or senior-level management officials are 
responsible for establishing and maintaining the system of management control within their 
bureaus.  This includes determining that the system of control is consistent with standards 
prescribed in OMB Circular A-123, which are drawn in large part from GAO's Standards for 
Internal Control in the Federal Government.  This also includes determining that the systems of 
control are functioning as intended; properly documented, modifying the control systems, as 
appropriate, for changes required; and ensuring that the type, number and quality of control 
evaluations conducted are sufficient to provide assurance in disclosing the existence of any 
management control weakness and/or accounting systems non-conformance.  Bureau heads are 
also responsible for:  
 
  (1) determining on an annual basis which programs or administrative functions 
should be subject to a formal review in order to supplement management's judgment as to the 
adequacy of management controls;  
 
  (2) allocating adequate resources to evaluate their systems of control;  
 
  (3) developing detailed procedures, documentation, training, and reporting 
requirements necessary to review, establish, maintain, test, improve, and report on control 
systems within their bureau programs and operations;  
 
  (4) reporting to the Council, in consultation with their Assistant Secretary, 
management control deficiencies identified in audit reports, internal reviews, and from other 
sources that have the potential of meeting the Departmental material weakness criteria;  
 
  (5) ensuring timely correction and validation of all identified program and 
operational deficiencies whether material and/or nonmaterial; and  
 
  (6) ensuring management control guidelines issued by PAM, OCIO, and other 
Departmental offices are implemented.  
 
Bureau heads should also specify employee accountability.  Program specific management 
control elements and standards are to be included in all managers' performance evaluations.  
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 L. Program and Other Managers.  These management officials are responsible for the 
establishment and evaluation of management controls within their respective assigned 
program(s) or operational area(s).  
 
 M. Management Control Coordinators.  Management control coordinators (MCCs) are 
the individuals designated by each bureau head or Assistant Secretary to coordinate and facilitate 
compliance with the FMFIA and relevant guidance issued by PFM, PAM and OCIO.  Each 
bureau MCC or alternate is responsible for coordinating and directing the bureau control 
evaluation process, advising the bureau head on the operation of the bureau's management 
control program, the status of planned actions to correct deficiencies, and ensuring adherence to 
the Departmental management control program guidance.  Bureau MCCs also have the 
discretion to develop any supplemental procedures required to evaluate the effectiveness of 
bureau control systems and to validate the completion of corrective actions through testing or 
other means.  
 
1.6 Dissemination of Information.  PFM's home-page for Management Accountability and 
Control includes (1) a current year schedule of management control program key action dates, 
(2) current year guidelines, and (3) management control summary information from the 
Department's Accountability Report such as a listing of open material weaknesses and material 
accounting non-conformances, and scheduled completion dates. This information is updated 
periodically.  The web site address for accessing the PFM's home-page is www.doi.gov/pfm. 
 
1.7 Reporting.  Refer to the Management Control and Audit Follow-Up Handbook, 
Chapter 7 at http://www.doi.gov/pfm/mac/2003/mgmt_control_handbook.pdf for FMFIA and 
other reporting requirements. 
 
8/2/04 #3638 
Replaces 2/7/00 #3294 
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Part 361:  Audit Follow-up  
Chapter 1:  General Audit Follow-up Responsibilities   
 
Originating Office:  Office of Financial Management  
 
361 DM 1 
 
1.1 Purpose.  The purpose of this chapter is to provide policies and procedures for use by 
Departmental and bureau management when responding to and implementing recommendations 
in audit reports issued by the Office of Inspector General (OIG) and the General Accounting 
Office (GAO).  Reference the Management Control and Audit Follow-up Handbook for 
procedures at http://www.doi.gov/pfm/mac/2003/mgmt_control_handbook.pdf.  The audit 
follow-up program is an integral part of sound program management.  Timely responses and 
implementation of corrective action in response to audit recommendations are essential to 
improving the effectiveness and efficiency of Departmental operations.  This chapter identifies 
and implements pertinent statutes, regulations, and directives that apply to audit follow-up to 
OIG and GAO-issued reports and defines terms normally used in the audit follow-up process.   
 
1.2 Policy.  It is the policy of the Department that timely action is taken in response to audit 
findings and recommendations included in audit reports issued by the OIG and the GAO, or 
other outside parties conducting audits authorized by Federal government regulations. 
 
1.3 Definitions. 
 
 A. Audit Follow-up Official means the Assistant Secretary - Policy, Management and 
Budget (A/S-PMB).   
 
 B. Audit Initiation Memorandum means the OIG’s or GAO’s official notification of the 
initiation of an audit.  The memorandum specifies the audit subject, scope, objective, and when 
the audit will start. 
 
 C. Audit Liaison Officer (ALO) means the person designated by management as the 
point of contact for all activities pertaining to the conduct of audits and audit follow-up in their 
organization. 
 
 D. Cognizant Agency means the Federal awarding agency that provides a predominant 
amount of direct funding to a recipient unless OMB determines a specific cognizant agency for 
audit assignment. 
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 E. Corrective Action Plan means management’s plan for addressing and implementing 
recommendations contained in audit reports and will include actions necessary to implement the 
recommendation, target completion dates, and officials responsible for completing required 
actions. 
 
 F. Disallowed Cost means a questioned cost that management, in a management 
decision, has sustained or agreed should not be charged to the Government. 
 
 G. External Audit means a grant audit, a preaward audit of contractor’s proposed future 
costs, a concessions audit, a lease audit, or a contractor claim audit, or other federal awards 
administered by contractors, nonprofit entities, and other nongovernmental activities. 
 
 H. Financial Statement Audit means an audit conducted by the OIG or an independent 
public accounting firm in accordance with the Chief Financial Officers Act (CFO) of 1990, the 
purpose of which is to obtain reasonable assurance that the financial statements of a bureau and 
office are free of material misstatement.  A financial statement audit also means an Indian Trust 
Funds audit that is required by the CFO Act and that is contracted to an independent public 
accounting firm.   
 
  (1)     A financial statement audit report consists of: a) an opinion as to whether the 
financial statements are fairly presented, in all material respects, in conformity with generally 
accepted accounting principles; b) a report on internal controls; and c) a report on compliance 
with laws and regulations.  In addition to an audit report, a management letter may be issued.  A 
management letter is a letter prepared by the auditor that discusses findings and 
recommendations for improvements in internal control, which were identified during the audit 
and were not required to be included in the auditor’s report on internal control, and other 
management issues. 
 
  (2)     An entity shall be determined to be in compliance with Federal accounting 
standards as required by FFMIA, section 803, requirements if they have implemented and 
maintain financial management systems that comply substantially with:  a) Federal financial 
management requirements, b) applicable Federal accounting standards, and c) the United States 
Government Standard General Ledger at the transactional level.  Refer to the Federal Financial 
Management Improvement Act of 1996 - OMB Implementation Guidance issued January 4, 
2001.  For additional guidance refer to the following OMB website:  
http://www.whitehouse.gov/omb/financial/ffmia_implementation_guidance.pdf.  Indicators that 
entities have achieved substantial compliance in meeting these standards include: 
 
   (a) An unqualified opinion on the bureau, office and agency's financial 
statements.  For a qualified opinion, a review of the underlying reasons for the qualified opinion 
is needed to determine whether or not the entity is in substantial compliance with this 
requirement.  In limited circumstances, a qualified opinion on the agency's financial statements 
may indicate substantial compliance with this requirement when it is solely due to reasons other 
than the agency's ability to prepare auditable financial statements.  Further, a disclaimer of 
opinion may not indicate substantial noncompliance with this requirement when it results from a 
material uncertainty, such as resolution of litigation. 
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   (b) No material weaknesses in internal controls that affect the entity's ability 
to prepare auditable financial statements and related disclosures. 
 
   (c) Compliance with laws or regulations, which have a direct and material 
effect on the financial statements being audited. 
 
   (d) In situations where an entity receives an unqualified opinion but material 
weaknesses and/or noncompliance with laws and regulations are reported, the nature and extent 
of the material weaknesses and/or noncompliance should be considered in determining whether 
the agency is in substantial compliance with the Federal Managers Financial Integrity Act 
(FMFIA), as outlined in the charts found under the Factors to Consider in Determining 
Compliance section of the Federal Financial Management Improvement Act of 1996 - OMB 
Implementation Guidance issued January 4, 2001. 
 
 I. Final Action means the completion of all actions regarding a specific audit 
recommendation(s) that management, in a management decision, has concluded are necessary 
with respect to the findings and recommendations contained in an audit report. 
 
 J. Follow-up is the process of ensuring that audit recommendations are implemented 
and that disagreements between management and the OIG regarding corrective action are 
resolved. 
 
 K. GAO Audit means an audit or review conducted by the GAO at the request of 
Congress or for other purposes determined by GAO to be in the best interest of the Federal 
government. 
 
 L. Internal Audit is an audit that adds credibility to reports produced and used within an 
organization; internal auditors examine record-keeping processes, assess whether managers are 
following established operating procedures, and evaluate the efficiency of operating procedures. 
 
 M. Management means the agency official to whom an audit report, or the OIG 
memorandum which transmits an audit report, is addressed.  For internal audits, the agency 
official is usually the cognizant program Assistant Secretary.  For external audits, the agency 
official is usually the contracting officer or grants awarding official within whose purview the 
subject matter of the audit falls. 
 
 N. Management Decision (Internal Audits) means the determination by management, 
with OIG concurrence, of action(s) required to implement audit recommendation. 
 
 O. Management Decision for single and external audits is management’s assessment of 
the adequacy of the audited entity’s response to each audit recommendation and/or questioned 
costs included in a single or external audit report. 
 
 P. Offset means the collection of audit-related debt from other monies due from the 
United States government. 
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 Q. Performance Audit means an audit of an organization, program, activity, or function 
of the Department or an insular area government.  Performance audits include economy and 
efficiency audits and program audits that evaluate the achievement of desired results, 
effectiveness, and compliance with laws and regulations. 
 
 R. Potential Additional, Lost or Underpaid Revenues represent monetary amounts from 
revenue generating functions such as rent, leases, mineral royalties, or fees that were underpaid 
or not realized because policies, procedures, agreements, or requirements were lacking or were 
not followed.  For example, this category may be used in audit reports involving concessions, 
grants, royalties, reimbursable services and fees. 
 
 S. Questioned Cost means a cost that is questioned by the OIG or another audit entity, 
because of an alleged violation of a provision of a law, regulation, contract, grant, cooperative 
agreement, or other agreement or document governing the expenditure of funds; a finding that, at 
the time of the audit, the cost was not supported by adequate documentation; or a finding that the 
expenditure of funds for the intended purpose was unnecessary or unreasonable.   
 
 T. Reinstated Cost means a cost questioned by auditors that management, in a 
management decision, has agreed should be charged to the Government and is, therefore, not 
owed by the audited entity. 
 
 U. Recommendations that Funds Be Put to Better Use (FBU) means a recommendation 
by the OIG that quantifies a specific dollar value of funds that would be generated if 
management took actions to implement and complete the audit recommendations, including 
reductions in outlays, deobligation of funds from programs or operations; withdrawal of interest 
subsidy costs on loans or loan guarantees, insurance or bonds; costs not incurred by 
implementing recommended improvements related to the operations of the establishment, a 
contractor or grantee; avoidance of unnecessary expenditures noted in preaward reviews of 
contract or grant agreements; or any other savings which are specifically identified, i.e., the 
opportunity cost associated with an audit finding 
 
 V. Resolution means the process of reaching a management decision or, in the case of 
external audits, resolution means responding to audit recommendations within established time 
frames. 
 
 W. Single Audit means an audit completed by an independent audit organization in 
accordance with OMB Circular A-133, "Audits of States, Local Governments, and Non-Profit 
Organizations," specifically, an audit which includes both the audited entity’s financial 
statements and Federal awards.   
 
 X. Time-barred means, the provision of the 1988 Amendments to the Indian Self-
Determination and Education Assistance Act which precludes the government from recovering 
disallowed/sustained costs if notice of disallowance has not been given to the contractor/grantee 
within 365 days of the issuance of a single audit report. 
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 Y. Sustained Cost means the same as Disallowed Cost (see paragraph 1.3F). 
 
 Z. Unsupported Cost means a cost that is questioned by the auditor because, at the time 
of the audit, such cost was not supported by adequate documentation. 
 
 AA. Written Off means a decision by management that collection action is not in the best 
interest of the Federal government 
 
1.4 Roles and Responsibilities. 
 
 A. Assistant Secretary - Policy, Management and Budget (A/S-PMB).  The A/S-PMB is 
designated as audit follow-up official for the Department of the Interior.  The designation is 
recorded in 109 DM 4.  The A/S-PMB: 
 
  (1) Ensures that systems and procedures for audit follow-up are in place and 
properly documented and maintained. 
 
  (2) Makes the final determination regarding audit recommendations that have been 
referred to the audit follow-up official for resolution. 
 
  (3) Ensures that the Office of Financial Management carries out its delegated 
responsibilities regarding audit follow-up activities. 
 
 B. Office of Financial Management (PFM). 
 
  (1)  Carries out audit follow-up responsibilities that were delegated by the 
Departmental audit follow-up official. 
 
  (2)  Maintains the Departmental tracking system for audits referred to the A/S-PMB 
for tracking or resolution, and monitors implementation progress on a monthly or quarterly basis 
as necessary.   
 
 C. Audit Liaison Officers (ALO) 
 
  (1) Each program Assistant Secretary, and heads of bureaus and offices will 
appoint an ALO who serves as the point of contact for all Departmental audit activities. 
 
  (2) The employee designated as ALO should be a senior level staff member who 
has sufficient access to management so that the ALO may keep senior management apprised of 
and involved with audit activities affecting the audited entity.  The ALO may designate an audit 
liaison coordinator to assist in day-to-day activities. 
 
  (3) Assistant Secretary level ALOs should monitor audit activity within bureaus 
reporting to the Assistant Secretary. 
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  (4) Bureau level ALOs should keep the Assistant Secretary ALO apprised of 
significant audit issues/activities affecting the bureau. 
 
  (5) ALOs will ensure full cooperation with the OIG and GAO in the conduct of 
audits and with the audit follow-up official and PFM in all audit follow-up activities. 
 
  (6) ALOs will provide timely responses to auditors. 
 
1.5 Time Frames for Response.  As a convenience to readers, the appropriate response times 
for OIG and GAO audits are summarized below. 
 
 

Time Frames for Comment 

Organization 
 

Draft Reports 
 

Final Reports 
 

GAO Reports 
 

15-30 days (as directed) 
 

60 days 
 

OIG Reports: 
 

45 days 
 

30 days 
 

Performance Audits 
 

45 days 
 

30 days 
 

Financial Statement 
Audits 
 

 Refer to the DOI Guidance on 
Preparing Financial Statements at 
http://www.doi.gov/pfm/finstate.html  
 

External Audits 
 

N/A 
 

90 days 
 

 
 
8/2/04 #3640 
Replaces 1/9/01 #3352  
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 EXECUTIVE OFFICE OF THE PRESIDENT 
   OFFICE OF MANAGEMENT AND BUDGET 

  WASHINGTON,  D .C .  20503  
 

 
   T H E  D I R E C T O R  

December 21, 2004 
CIRCULAR NO. A-123 

Revised 
 

TO THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISHMENTS  

SUBJECT:    Management’s Responsibility for Internal Control 

1. Purpose.  This Circular provides guidance to Federal managers on improving the 
accountability and effectiveness of Federal programs and operations by establishing, assessing, 
correcting, and reporting on internal control.  The attachment to this Circular defines 
management’s responsibilities related to internal control and the process for assessing internal 
control effectiveness along with a summary of the significant changes.  The Circular provides 
updated internal control standards and new specific requirements for conducting management’s 
assessment of the effectiveness of internal control over financial reporting (Appendix A).  This 
Circular emphasizes the need for integrated and coordinated internal control assessments that 
synchronize all internal control-related activities. 

This revision to the Circular will become effective in Fiscal Year 2006 and supersede all 
previous versions.  In the interim, OMB Circular No. A-123, "Management Accountability and 
Control," revised, June 21, 1995 should continue to be followed.   

2. Authority.  The Circular is issued under the authority of the Federal Managers' Financial 
Integrity Act of 1982 as codified in 31 U.S.C. 3512.    

3. Policy. Management is responsible for establishing and maintaining internal control to achieve 
the objectives of effective and efficient operations, reliable financial reporting, and compliance 
with applicable laws and regulations.  Management shall consistently apply the internal control 
standards to meet each of the internal control objectives and to assess internal control 
effectiveness.  When assessing the effectiveness of internal control over financial reporting and 
compliance with financial-related laws and regulations, management must follow the assessment 
process contained in Appendix A.  Annually, management must provide assurances on internal 
control in its Performance and Accountability Report, including a separate assurance on internal 
control over financial reporting, along with a report on identified material weaknesses and 
corrective actions.   

4. Actions Required. Agencies and individual Federal managers must take systematic and 
proactive measures to (i) develop and implement appropriate, cost-effective internal control for 
results-oriented management; (ii) assess the adequacy of internal control in Federal programs 
and operations; (iii) separately assess and document internal control over financial reporting 
consistent with the process defined in Appendix A (iv) identify needed improvements; (v) take 
corresponding corrective action; and (vi) report annually on internal control through 
management assurance statements.  
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5. Effective Date. This Circular is effective beginning with Fiscal Year 2006.  

6. Applicability.  This Circular is applicable to each executive agency, with the exception of the 
requirements in the appendix.  The requirements of Appendix A are applicable to the 24 CFO 
Act agencies. 

7. Inquiries. Further information concerning this Circular may be obtained from the Financial 
Standards and Grants Branch, Office of Federal Financial Management, Office of Management 
and Budget, Washington, DC 20503, 202/395-3993.  
8. Copies. Copies of this Circular may be obtained from www.omb.gov.  
 
 
 
       Joshua B. Bolten 
       Director 
 
Attachment  
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ATTACHMENT 

Significant Revisions to OMB Circular A-123 
Section Revision to A-123 Purpose of Revision 

Transmittal of Circular Changed title from OMB 
Circular A-123, 
Management Accountability 
and Control to OMB 
Circular A-123, 
Management’s 
Responsibility for Internal 
Control

Title changed to align better with the 
focus of the circular and current 
terminology. 

Throughout Circular Changed terminology from 
“management controls” to 
“internal control”  

To better align with currently accepted 
standards for internal control and current 
terminology.  The terms are intended to 
be synonymous. 

Section II. Standards Realigned section on the 
standards for internal control 
using the following 
categories: control 
environment, risk 
assessment, control 
activities, information and 
communication, and 
monitoring. 

To better align with currently accepted 
standards for internal control. 

Section III. Integrated 
Internal Control 
Framework 

Provided a separate section 
on an integrated internal 
control framework.  
Provided a listing of statutes 
to consider when assessing 
internal control. 

To highlight current legislative and 
regulatory requirements that should be 
coordinated and considered when 
assessing the effectiveness of internal 
control. 

Section IV.B. 
Identification of 
Deficiencies 

Introduced reportable 
condition as a category of 
deficiency. 

To better align with current 
governmental terminology. 
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Significant Revisions to OMB Circular A-123 
Section Revision to A-123 Purpose of Revision 

Section VI.A. Annual 
Assurance Statements 

Require agencies subject to 
the CFO Act to include the 
FMFIA annual report in the 
PAR, under the heading 
“Management Assurances” 
and submit to OMB 45 days 
from the end of the fiscal 
year.  

To consolidate assurance statements in 
one place within the PAR (Section 2, 
Section 4, and internal control over 
financial reporting).  To accelerate the 
due date of the FMFIA reports to be 
consistent with the due date for the PAR. 

Section VI.B. Reporting 
Pursuant to Section 2 

Introduced a new assurance 
statement on the 
effectiveness of internal 
control over financial 
reporting.  This statement 
will be a subset of the 
overall FMFIA assurance 
statement. 

To emphasize management’s 
responsibility for assessing and 
documenting internal control over 
financial reporting.  To ensure Congress 
and the public that the Federal 
Government is committed to safeguarding 
its assets and providing reliable financial 
information. 

Section VI. Reporting on 
Internal Control  

Included a summary chart 
of definitions and reporting 
requirements for deficiency, 
reportable condition, 
material weakness, and 
nonconformance. 

To provide a concise summary of 
reporting definitions. 

Appendix A To specifically address 
assessing, documenting, and 
reporting on the 
effectiveness of internal 
control over financial 
reporting. 

To ensure Congress and the public that 
the Federal Government is committed to 
safeguarding its assets and providing 
reliable financial information. 
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New Requirements in Appendix A –  
Internal Control over Financial Reporting  

New Section New Requirement 
Transmittal of Circular Requires the 24 CFO Act agencies to comply with Appendix A. 
Section II. Scope Defines the scope of assessing and documenting internal control over 

financial reporting to include the annual financial statements and other 
significant internal or external financial reports and compliance with 
laws and regulations that pertain to those financial reports. 

Section II.C. Planning 
Materiality 

Defines materiality for the purposes of assessing and documenting 
internal control over financial reporting.   

Section III.A. Establish a 
Senior Assessment Team 

Recommends the establishment of a senior assessment team, which at 
a minimum should oversee the assessment process. 

Section III.B-E. Assessing 
Internal Control over 
Financial Reporting 

Defines a process for assessing internal control over financial 
reporting at the entity level as well as at the process, transaction, or 
application level. 

Section IV. 
Documentation 

A. Requires that the controls over financial reporting be documented. 

B. Requires that the assessment process of the controls over financial 
reporting be documented. 

Section V. Management’s 
Assessment of Internal 
Control over Financial 
Reporting 

Requires the assurance statement assert to the effectiveness of internal 
control “as of June 30.”  The assurance statement and corrective 
actions, if applicable, will be submitted in the PAR no later than 45 
days after the end of each fiscal year. 

Section V. Management’s 
Assessment of Internal 
Control over Financial 
Reporting 

Provides a sample assurance statement on the effectiveness of internal 
control over financial reporting. 

Section V.A. Agencies 
Obtaining Audit Opinions 
on Internal Control 

Agencies electing to receive a separate audit opinion on internal 
control over financial reporting may adjust the “as of” reporting date 
of June 30 to align better with the “as of” date of the audit opinion.  
This circular does not require a separate audit. 

Section VI. Correcting 
Material Weaknesses in 
Internal Control over 
Financial Reporting 

Provides a non-compliance clause that permits OMB to require an 
agency to obtain an audit opinion over the internal controls over 
financial reporting if the agreed upon deadlines for corrective actions 
are continuously not met. 
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TABLE OF CONTENTS 

I. Introduction 

II. Standards 

III. Integrated Internal Control Framework 

IV. Assessing Internal Control 

V. Correcting Internal Control Deficiencies 

VI. Reporting on Internal Control 

 

 

I. INTRODUCTION 

Management has a fundamental responsibility to develop and maintain effective internal 
control.  The proper stewardship of Federal resources is an essential responsibility of 
agency managers and staff. Federal employees must ensure that Federal programs operate 
and Federal resources are used efficiently and effectively to achieve desired objectives. 
Programs must operate and resources must be used consistent with agency missions, in 
compliance with laws and regulations, and with minimal potential for waste, fraud, and 
mismanagement.  

Management is responsible for developing and maintaining effective internal control.  
Effective internal control provides assurance that significant weaknesses in the design or 
operation of internal control, that could adversely affect the agency’s ability to meet its 
objectives, would be prevented or detected in a timely manner.    

Internal Control -- organization, policies, and procedures – are tools to help program and 
financial managers achieve results and safeguard the integrity of their programs. This 
Circular provides guidance on using the range of tools at the disposal of agency managers 
to achieve desired program results and meet the requirements of the Federal Managers' 
Financial Integrity Act (FMFIA) of 1982.  The FMFIA encompasses accounting and 
administrative controls. Such controls include program, operational, and administrative 
areas as well as accounting and financial management. 

The importance of internal control is addressed in many statutes and executive 
documents. The FMFIA establishes overall requirements with regard to internal control. 
The agency head must establish controls that reasonably ensure that: “(i) obligations and 
costs are in compliance with applicable law; (ii) funds, property, and other assets are 
safeguarded against waste, loss, unauthorized use or misappropriation; and (iii) revenues 
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and expenditures applicable to agency operations are properly recorded and accounted for 
to permit the preparation of accounts and reliable financial and statistical reports and to 
maintain accountability over the assets.”1 In addition, the agency head annually must 
evaluate and report on the control and financial systems that protect the integrity of 
Federal programs (Section 2 and Section 4 of FMFIA respectively). The three objectives 
of internal control are to ensure the effectiveness and efficiency of operations, reliability 
of financial reporting, and compliance with applicable laws and regulations.  The 
safeguarding of assets is a subset of all of these objectives.   

Instead of considering internal control as an isolated management tool, agencies should 
integrate their efforts to meet the requirements of the FMFIA with other efforts to 
improve effectiveness and accountability. Thus, internal control should be an integral part 
of the entire cycle of planning, budgeting, management, accounting, and auditing. It 
should support the effectiveness and the integrity of every step of the process and provide 
continual feedback to management.  

Federal managers must carefully consider the appropriate balance between controls and 
risk in their programs and operations. Too many controls can result in inefficient and 
ineffective government; agency managers must ensure an appropriate balance between 
the strength of controls and the relative risk associated with particular programs and 
operations.  The benefits of controls should outweigh the cost.  Agencies should consider 
both qualitative and quantitative factors when analyzing costs against benefits.   

A. Agency Implementation.  Internal control guarantees neither the success of agency 
programs, nor the absence of waste, fraud, and mismanagement, but is a means of 
managing the risk associated with Federal programs and operations.  Managers should 
define the control environment (e.g., programs, operations, or financial reporting) and 
then perform risk assessments to identify the most significant areas within that 
environment in which to place or enhance internal control.  The risk assessment is a 
critical step in the process to determine the extent of controls.  Once significant areas 
have been identified, control activities should be implemented.  Continuous monitoring 
and testing should help to identify poorly designed or ineffective controls and should be 
reported upon periodically.  Management is then responsible for redesigning or 
improving upon those controls.  Management is also responsible for communicating the 
objectives of internal control and ensuring the organization is committed to sustaining an 
effective internal control environment. 

Appropriate internal control should be integrated into each system established by agency 
management to direct and guide its operations.  As stated earlier in this document, 
internal control applies to program, operational, and administrative areas as well as 
accounting and financial management. 

Generally, identifying and implementing the specific procedures necessary to ensure 
effective internal control, and determining how to assess the effectiveness of those 
controls, is left to the discretion of the agency head.  While the procedures may vary from 
                                                 
1 The quoted text is from the Federal Managers’ Financial Integrity Act (FMFIA) of 1982. 
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agency to agency, management should have a clear, organized strategy with well-defined 
documentation processes that contain an audit trail, verifiable results, and specify 
document retention periods so that someone not connected with the procedures can 
understand the assessment process.   

To ensure senior management involvement, many agencies have established their own 
senior management council, often chaired by the agency's lead management official, to 
address management accountability and related issues within the broader context of 
agency operations. Relevant issues for such a council include ensuring the agency's 
commitment to an appropriate system of internal control; actively overseeing the process 
of assessing internal controls, including non-financial as well as financial reporting 
objectives; recommending to the agency head which control deficiencies are material to 
disclose in the annual FMFIA report; and providing input for the level and priority of 
resource needs to correct these deficiencies. (See also Section IV.C. Role of a Senior 
Management Council.)  

 

 

II. STANDARDS 

 

Internal control is an integral component of an organization’s management that provides 
reasonable assurance that the following objectives are being achieved: effectiveness and 
efficiency of operations, reliability of financial reporting, and compliance with applicable 

laws and regulations.2

 

Internal control, in the broadest sense, includes the plan of organization, methods and 
procedures adopted by management to meet its goals. Internal control includes processes 
for planning, organizing, directing, controlling, and reporting on agency operations.  

The three objectives of internal control are:  

• Effectiveness and efficiency of operations,  
• Reliability of financial reporting, and  
• Compliance with applicable laws and regulations. 

                                                 
2 Internal control standards and the definition of internal control are based on GAO, Standards for Internal 
Control in the Federal Government, November 1999, “Green Book”. 
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The safeguarding of assets is a subset of all of these objectives.  Internal control should 
be designed to provide reasonable assurance regarding prevention of or prompt detection 
of unauthorized acquisition, use or disposition of assets. 

Management is responsible for developing and maintaining internal control activities that 
comply with the following standards to meet the above objectives: 

• Control Environment, 
• Risk Assessment, 
• Control Activities, 
• Information and Communications, and 
• Monitoring 

A. Control Environment 

The control environment is the organizational structure and culture created by 
management and employees to sustain organizational support for effective internal 
control.  When designing, evaluating or modifying the organizational structure, 
management must clearly demonstrate its commitment to competence in the workplace.  
Within the organizational structure, management must clearly:  define areas of authority 
and responsibility; appropriately delegate the authority and responsibility throughout the 
agency; establish a suitable hierarchy for reporting; support appropriate human capital 
policies for hiring, training, evaluating, counseling, advancing, compensating and 
disciplining personnel; and uphold the need for personnel to possess and maintain the 
proper knowledge and skills to perform their assigned duties as well as understand the 
importance of maintaining effective internal control within the organization. 

The organizational culture is also crucial within this standard.  The culture should be 
defined by management’s leadership in setting values of integrity and ethical behavior 
but is also affected by the relationship between the organization and central oversight 
agencies and Congress.  Management’s philosophy and operational style will set the tone 
within the organization.  Management’s commitment to establishing and maintaining 
effective internal control should cascade down and permeate the organization’s control 
environment which will aid in the successful implementation of internal control systems.   

B. Risk Assessment 

Management should identify internal and external risks that may prevent the organization 
from meeting its objectives.  When identifying risks, management should take into 
account relevant interactions within the organization as well as with outside 
organizations.  Management should also consider previous findings; e.g., auditor 
identified, internal management reviews, or noncompliance with laws and regulations 
when identifying risks.  Identified risks should then be analyzed for their potential effect 
or impact on the agency. 
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C. Control Activities 

Control activities include policies, procedures and mechanisms in place to help ensure 
that agency objectives are met.  Several examples include: proper segregation of duties 
(separate personnel with authority to authorize a transaction, process the transaction, and 
review the transaction); physical controls over assets (limited access to inventories or 
equipment); proper authorization; and appropriate documentation and access to that 
documentation.   

Internal control also needs to be in place over information systems – general and 
application control.  General control applies to all information systems such as the 
mainframe, network and end-user environments, and includes agency-wide security 
program planning, management, control over data center operations, system software 
acquisition and maintenance.  Application control should be designed to ensure that 
transactions are properly authorized and processed accurately and that the data is valid 
and complete. Controls should be established at an application’s interfaces to verify 
inputs and outputs, such as edit checks.  General and application control over information 
systems are interrelated, both are needed to ensure complete and accurate information 
processing.  Due to the rapid changes in information technology, controls must also 
adjust to remain effective. 

D. Information and Communications 

Information should be communicated to relevant personnel at all levels within an 
organization.  The information should be relevant, reliable, and timely.  It is also crucial 
that an agency communicate with outside organizations as well, whether providing 
information or receiving it.  Examples include: receiving updated guidance from central 
oversight agencies; management communicating requirements to the operational staff; 
operational staff communicating with the information systems staff to modify application 
software to extract data requested in the guidance. 

E. Monitoring 

Monitoring the effectiveness of internal control should occur in the normal course of 
business.  In addition, periodic reviews, reconciliations or comparisons of data should be 
included as part of the regular assigned duties of personnel.  Periodic assessments should 
be integrated as part of management’s continuous monitoring of internal control, which 
should be ingrained in the agency’s operations.  If an effective continuous monitoring 
program is in place, it can level the resources needed to maintain effective internal 
controls throughout the year.  

Deficiencies found in internal control should be reported to the appropriate personnel and 
management responsible for that area.  Deficiencies identified, whether through internal 
review or by an external audit, should be evaluated and corrected.  A systematic process 
should be in place for addressing deficiencies. 
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III. INTEGRATED INTERNAL CONTROL FRAMEWORK 

Federal agencies are subject to numerous legislative and regulatory requirements that 
promote and support effective internal control.  Effective internal control is a key factor 
in achieving agency missions and program results through improved accountability.  
Identifying internal control weaknesses and taking related corrective actions are critically 
important to creating and maintaining a strong internal control infrastructure that supports 
the achievement of agency objectives.  Recent government-wide initiatives have been 
implemented to improve program management, as well as financial management, 
including tracking corrective actions for material weaknesses in internal control related to 
financial reporting, imposing accelerated reporting due dates for more timely financial 
information, and assessing the effectiveness and efficiency of program operations using 
the Program Assessment Rating Tool (PART).  Activities conducted as part of these 
initiatives support an agency’s overall internal control framework.  Statutory 
requirements that should also be considered as part of an agency’s internal control 
framework include: 

 Federal Managers Financial Integrity Act of 1982 (FMFIA) 

The FMFIA requires agencies to establish and maintain internal control.  The 
agency head must annually evaluate and report on the control and financial 
systems that protect the integrity of Federal programs; Section 2 and Section 4 
respectively.  The requirements of FMFIA serve as an umbrella under which other 
reviews, evaluations and audits should be coordinated and considered to support 
management’s assertion about the effectiveness of internal control over 
operations, financial reporting, and compliance with laws and regulations.   

Government Performance and Results Act (GPRA) 

To support results-oriented management, GPRA requires agencies to develop 
strategic plans, set performance goals, and report annually on actual performance 
compared to goals. With the implementation of this legislation, these plans and 
goals are integrated into (i) the budget process, (ii) the operational management of 
agencies and programs, and (iii) accountability reporting to the public on 
performance results, and on the integrity, efficiency, and effectiveness with which 
they are achieved.  Similarly, the PART’s primary purpose is to assess program 
effectiveness and improve program performance.  The PART has also become an 
integral part of the budget process when making funding resource allocations or 
decisions. 
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Chief Financial Officers Act, as amended (CFO Act)  

The CFO Act requires agencies to both establish and assess internal control 
related to financial reporting. The Act requires the preparation and audit of 
financial statements. In this process, auditors report on internal control and 
compliance with laws and regulations related to financial reporting. Therefore, the 
agencies covered by the Act have a clear opportunity to improve internal control 
over their financial activities, and to evaluate the controls that are in place.   The 
Accountability of Tax Dollars Act of 2002 amended the CFO Act to expand the 
types of Federal agencies that are required to prepare audited financial statements.  

Meeting the accelerated financial statement reporting due date also provides 
incentive for agencies to have added discipline and effective internal control to 
routinely produce reliable financial information.  Deficiencies in internal control 
need to be mitigated to ensure timely and accurate financial information. 

Inspector General Act of 1978, as amended (IG Act) 

The IG Act  provides for independent reviews of agency programs and operations. 
IGs are required to submit semiannual reports to Congress on significant abuses 
and deficiencies identified during the reviews and the recommended actions to 
correct those deficiencies.  IGs and/or external auditors are required by the 
Government Auditing Standards3 and OMB Bulletin No. 01-02, Audit 
Requirements of Federal Financial Statements, as amended4 to report material 
weaknesses in internal control related to financial reporting and noncompliance 
with laws and regulations as part of the financial statement audit.  Auditors also 
provide recommendations for correcting the material weaknesses.  Agency 
managers, who are required by the IG Act to follow up on audit 
recommendations, should use these reviews to identify and correct problems 
resulting from inadequate or poorly designed controls, and to build appropriate 
controls into new programs.  Audit work planned by the IG should be coordinated 
with management’s assessment requirements to ensure cost effectiveness and 
avoid duplication. 

Federal Financial Management Improvement Act of 1996 (FFMIA) 

The FFMIA requires agencies to have financial management systems that 
substantially comply with the Federal financial management systems 
requirements, standards promulgated by the Federal Accounting Standards 
Advisory Board (FASAB), and the U.S. Standard General Ledger (USSGL) at the 
transaction level.  Financial management systems shall have general and 
application controls in place in order to support management decisions by 

                                                 
3 The Government Auditing Standards, June 2003 (GAO-03-673G) can be found on the GAO website at 
www.gao.gov.  The Government Auditing Standards are commonly known as the “Yellow Book.” 
4 The OMB Bulletin No. 01-02, Audit Requirements for Federal Financial Statements, as amended can be 
found on the OMB website at www.omb.gov. 
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providing timely and reliable data.  The agency head shall make a determination 
annually about whether the agency’s financial management systems substantially 
comply with the FFMIA.  If the systems are found not to be compliant, 
management shall develop a remediation plan to bring those systems into 
substantial compliance.  Management shall determine whether non-compliances 
with FFMIA should also be reported as non-conformances with Section 4 of 
FMFIA. 

Federal Information Security Management Act of 2002 (FISMA) 

The FISMA provides, “…a comprehensive framework for ensuring the 
effectiveness of information security controls over information resources that 
support Federal operations and assets…”  Agencies are required to provide 
information security controls proportionate with the risk and potential harm of not 
having those controls in place.  Agency heads are required to annually report on 
the effectiveness of the agencies’ security programs.  “Significant deficiencies” 
found under FISMA must also be reported as material weaknesses under FMFIA.  

Improper Payments Information Act of 2002 (IPIA) 

The IPIA requires agencies to review and, “…identify programs and activities that 
may be susceptible to significant improper payments.”  Agencies must annually 
submit estimates of improper payments, corrective actions to reduce the improper 
payments, and statements as to whether its current information systems and 
infrastructure can support the effort to reduce improper payments.  The nature and 
incidence of improper payments shall be considered when assessing the 
effectiveness of internal control. 

Single Audit Act, as amended 

The Single Audit Act, as amended requires financial statement audits of non-
Federal entities that receive or administer grant awards of Federal monies.  The 
financial statement audits include testing the effectiveness of internal control and 
determining whether the award monies have been spent in compliance with laws 
and regulations.  Each Federal agency which provides Federal awards shall 
review the audits of the recipients to determine whether corrective actions are 
implemented with respect to audit findings.     

Clinger-Cohen Act of 1996 (formerly known as the Information Technology 
Management Reform Act) 

The Clinger-Cohen Act requires agencies to use a disciplined capital planning and 
investment control (CPIC) process to maximize the value of and assess and 
manage the risks of the information technology acquisitions.  The Act requires 
that agencies “(1) establish goals for improving the efficiency and effectiveness of 
agency operations and, as appropriate, the delivery of services to the public 
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through the effective use of information technology; (2) prepare an annual 
report…on the progress in achieving the goals; (3) ensure that performance 
measurements are prescribed for information technology used by, or to be 
acquired for, the executive agency and that the performance measurements 
measure how well the information technology supports programs of the executive 
agency; (4) where comparable processes and organizations in the public or private 
sectors exist, quantitatively benchmark agency process performance against such 
processes in terms of cost, speed, productivity, and quality of outputs and 
outcomes; (5) analyze the missions of the executive agency and, based on the 
analysis, revise the executive agency’s mission-related processes and 
administrative processes as appropriate before making significant investments in 
information technology that is to be used in support of the performance of those 
missions; and (6) ensure that the information security policies, procedures, and 
practices of the executive agency are adequate.” 

A. Developing Internal Control.  It is management’s responsibility to develop and 
maintain effective internal control.  As agencies develop and execute strategies for 
implementing or reengineering agency programs and operations, they should design 
management structures that help ensure accountability for results. As part of this process, 
agencies and individual Federal managers must take systematic and proactive measures 
to develop and implement appropriate, cost-effective internal control. The degree to 
which studies and analysis are performed will vary depending on the complexity and risk 
associated with a given program or operation. The expertise of the agency CFO can be 
valuable in developing appropriate control and the IG can be valuable in providing advice 
or consultation. Decisions made during this process should be documented and readily 
available for review.  

 

 

IV.  ASSESSING INTERNAL CONTROL 

Agency managers should continuously monitor and improve the effectiveness of internal 
control associated with their programs. This continuous monitoring, and other periodic 
assessments, should provide the basis for the agency head's annual assessment of and 
report on internal control, as required by FMFIA.  

Agency management should determine the appropriate level of documentation needed to 
support this assessment.  Documentation should be appropriately detailed and organized 
and contain sufficient information to support management’s assertion.  Documentation 
should also include appropriate representations from officials and personnel responsible 
for monitoring, improving and assessing internal controls.  Specific assessment and 
documentation requirements to support management’s assurance statement on internal 
control over financial reporting are defined in Appendix A.  
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A. Sources of Information. The agency head's assessment of internal control can be 
performed using a variety of information sources. Management has primary 
responsibility for assessing and monitoring controls, and should use other sources as a 
supplement to -- not a replacement for -- its own judgment. Sources of information 
include:  

• Management knowledge gained from the daily operation of agency programs and 
systems.  

• Management reviews conducted (i) expressly for the purpose of assessing internal 
control, or (ii) for other purposes with an assessment of internal control as a by-
product of the review.  

• IG and GAO reports, including audits, inspections, reviews, investigations, 
outcome of hotline complaints, or other products.  

• Program evaluations.  
• Audits of financial statements conducted pursuant to the CFO Act, as amended, 

including: information revealed in preparing the financial statements; the auditor's 
reports on the financial statements, internal control, and compliance with laws and 
regulations; and any other materials prepared relating to the statements.  

• Reviews of financial systems which consider whether the requirements of FFMIA 
and OMB Circular No. A-127, Financial Management Systems5 are being met.  

• Annual evaluations and reports pursuant to FISMA and OMB Circular No. A-
130, Management of Federal Information Resources6.  

• Annual performance plans and reports pursuant to GPRA. 
• PART assessments. 
• Annual reviews and reports pursuant to IPIA. 
• Single Audit reports for grant-making agencies. 
• Reports and other information provided by the Congressional committees of 

jurisdiction.  
• Other reviews or reports relating to agency operations, e.g. for the Department of 

Health and Human Services, quality control reviews of the Medicaid and 
Temporary Assistance for Needy Families programs. 

• Results from tests of key controls performed as part of the assessment of internal 
control over financial reporting conducted in accordance with the requirements in 
Appendix A.  

Use of a source of information should take into consideration whether the process 
included an evaluation of internal control. Agency management should avoid duplicating 
reviews which assess internal control, and should coordinate their efforts with other 
evaluations to the extent practicable.  

                                                 
5 The OMB Circular No. A-127, Financial Management Systems can be found on the OMB website at 
www.omb.gov. 
6 The OMB Circular No. A-130, Management of Federal Information Resources can be found on the OMB 
website at www.omb.gov. 

 13

Internal Control - 131



OMB Circular A-123, Management’s Responsibility for Internal Control 
 

If a Federal manager determines that there is insufficient information available upon 
which to base an assessment of internal control, then appropriate reviews should be 
conducted which will provide such a basis.  

B. Identification of Deficiencies. Agency managers and employees should identify 
deficiencies in internal control from the sources of information described above and the 
results of their assessment process. Agency employees and managers shall report control 
deficiencies to the next supervisory level, which will allow the chain of command 
structure to determine the relative importance of each deficiency.   

A control deficiency or combination of control deficiencies that in management’s 
judgment represent significant deficiencies in the design or operation of internal control 
that could adversely affect the organization's ability to meet its internal control objectives 
is a reportable condition (internally tracked and monitored within the agency).  A 
reportable condition that the agency head determines to be significant enough to be 
reported outside the agency shall be considered a material weakness7 and included in the 
annual FMFIA assurance statement and reported in the agency’s annual PAR.  As it 
relates to financial reporting, agencies should also consider qualitative as well as 
quantitative measures to determine material items.  This designation requires a judgment 
by agency managers as to the relative risk and significance of reportable conditions. In 
identifying and assessing the relative importance of reportable conditions, consideration 
should be given to the views of the agency's IG.  Definitions of reportable conditions and 
material weaknesses for management’s assessment of internal control over financial 
reporting are provided in Appendix A Section II. Scope.  Additionally, definitions and 
reporting requirements are summarized in Exhibit 1.  The “significant deficiencies” 
identified under FISMA must be reported as material weaknesses in the annual FMFIA 
report.   

Agency managers and staff should be encouraged to identify control deficiencies, as this 
reflects positively on the agency's commitment to recognizing and addressing 
management problems. Failing to report a known reportable condition would reflect 
adversely on the agency and continue to place the agency’s operations at risk.  Agencies 
should carefully consider whether systemic weaknesses exist that adversely affect 
internal control across organizational or program lines.  

C. Role of a Senior Management Council. Many agencies use a Senior Management 
Council to assess and monitor deficiencies in internal control. A Senior Management 
Council, which may include the Chief Financial Officer, the Senior Procurement 
Executive, the Chief Information Officer, and the managers of other functional offices, 
should be involved in identifying and ensuring correction of systemic weaknesses 

                                                 
7 This Circular's use of the term "material weakness" is similar to the same term used by auditors to identify 
internal control weaknesses found during a financial statement audit (see OMB Bulletin 01-02 or GAO 
“Yellow Book”).  This Circular’s use of the same term encompasses not only financial reporting, but also 
encompasses weaknesses found in program operations and compliance with applicable laws and 
regulations.  Material weaknesses for the purposes of this Circular are determined by management, whereas 
material weaknesses reported as part of a financial statement audit are determined by independent auditors. 
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relating to their respective functions.  Consideration should be given to involving the IG 
in a consulting capacity but not to conduct management’s assessment of internal controls.  
Such councils generally recommend to the agency head which reportable conditions are 
deemed to be material weaknesses to the agency as a whole, and should therefore be 
included in the annual FMFIA assurance statement and reported in the agency’s PAR. 
This council should be responsible for overseeing the timely implementation of 
corrective actions related to material weaknesses.  Such a council may also be useful in 
determining when sufficient action has been taken to declare that a reportable condition 
or material weakness has been corrected. While the establishment of such a council is not 
a requirement of this document, a Senior Management Council or similar construct is 
encouraged. 

 

 

V. CORRECTING INTERNAL CONTROL DEFICIENCIES 

Agency managers are responsible for taking timely and effective action to correct 
deficiencies identified by the variety of sources discussed in Section IV, Assessing 
Internal Control. Correcting deficiencies is an integral part of management accountability 
and must be considered a priority by the agency.  

The extent to which corrective actions are tracked by the agency should be commensurate 
with the severity of the deficiency. Corrective action plans should be developed for all 
material weaknesses, and progress against plans should be periodically assessed and 
reported to agency management. Management should track progress to ensure timely and 
effective results. For reportable conditions that are not included in the FMFIA report, 
corrective action plans should be developed and tracked internally at the appropriate 
level. 

A summary of the corrective action plans for material weaknesses shall be included in the 
agency’s PAR.  The summary discussion shall include a description of the material 
weakness, status of corrective actions, and timeline for resolution.   

Management shall maintain more detailed corrective action plans internally which shall 
be available for OMB review.  Management’s process for resolution and corrective action 
of identified material weaknesses in internal control must:  

• Provide for appointment of an overall corrective action accountability official 
from senior agency management. The corrective action accountability official 
should report to the agency’s Senior Management Council, if applicable. 

• Require prompt resolution and corrective actions.  
• Maintain accurate records of the status of the identified material weaknesses 

through the entire process of resolution and corrective action.  
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• Assure that the corrective action plans are consistent with laws, regulations, and 
Administration policy. 

• Assure that performance appraisals of appropriate officials reflect effectiveness in 
resolving or implementing corrective action for identified material weaknesses8.  

A determination that a reportable condition has been corrected should be made only when 
sufficient corrective actions have been taken and the desired results achieved. This 
determination should be in writing, and along with other appropriate documentation 
supporting the determination, should be available for review by appropriate officials. 
(See also Section IV.C. Role of a Senior Management Council.)  

As managers consider IG and GAO audit reports in identifying and correcting internal 
control deficiencies, they must be mindful of the statutory requirements for audit follow-
up included in the IG Act, as amended and OMB Circular A-50, Audit Followup. 
Management has a responsibility to complete action, in a timely manner, on audit 
recommendations on which agreement with the IG has been reached. Management must 
make a decision regarding IG audit recommendations within a six month period after 
issuance of the audit report and implement management's decision within one year to the 
extent practicable.  

 

 

VI. REPORTING ON INTERNAL CONTROL 

A. Annual Assurance Statements.  The assurance statements and information related to 
Section 2, Section 4, and internal control over financial reporting should be provided in a 
single FMFIA report section of the annual PAR labeled “Management Assurances.”  The 
section should include the annual assurance statements, summary of material weaknesses 
and non-conformances, and summary of corrective action plans.  Management’s 
assurance statement relating to internal control over financial reporting and any related 
material weaknesses and corrective actions shall be separately identified. 

B. Reporting Pursuant to Section 2. 31 U.S.C. 3512(d) (2) (commonly referred to as 
Section 2 of the FMFIA) requires that annually the head of each executive agency submit 
to the President and the Congress (i) a statement on whether there is reasonable assurance 
that the agency's controls are achieving their intended objectives; and (ii) a report on 
material weaknesses in the agency's controls.   

• Statement of Assurance. The statement of assurance represents the agency 
head's informed judgment as to the overall adequacy and effectiveness of internal 
control within the agency. The statement must take one of the following forms:  

o Unqualified statement of assurance (no material weaknesses reported);  

                                                 
8 Standards based upon OMB Circular A-50, Audit Followup. 
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o Qualified statement of assurance, considering the exceptions explicitly 
noted (one or more material weaknesses reported); or  

o Statement of no assurance (no processes in place or pervasive material 
weaknesses).  

In deciding on the type of assurance to provide, the agency head should consider 
information from the sources described in Section III of this Circular, with input 
from senior program and administrative officials and the IG. The agency head 
must describe the analytical basis for the type of assurance being provided, and 
the extent to which agency activities were assessed. Management is precluded 
from concluding that the agency’s internal control is effective (unqualified 
statement of assurance) if there are one or more material weaknesses.  The 
statement of assurance must be signed by the agency head. 

• Statement of Assurance for Internal Control over Financial Reporting.  
Management is required to provide a separate assurance over the effectiveness of 
the internal controls over financial reporting.  This assurance is a subset of the 
overall Statement of Assurance and is based on the results of management’s 
assessment conducted in accordance with the requirements in Appendix A.  Refer 
to Appendix A Section V.  Management’s Assurance Statement on Internal 
Control over Financial Reporting for a further discussion. 

C. Reporting Pursuant to Section 4. 31 U.S.C. 3512(d) (2) (B) (commonly referred to 
as Section 4 of the FMFIA) requires an annual statement on whether the agency's 
financial management systems conform to government-wide requirements. These 
financial systems requirements are mandated by the FFMIA and OMB Circular No. A-
127, Financial Management Systems, section 7. If the agency’s systems do not 
substantially conform to financial systems requirements, the statement must list the 
nonconformances and discuss the agency's plans for bringing its systems into substantial 
compliance.  Financial management systems include both financial and financially-
related (or mixed) systems. 

D. Government Corporations. For government corporations, Section 306 of the Chief 
Financial Officers Act established a reporting requirement related to the internal controls 
for corporations covered by the Government Corporation and Control Act. These 
corporations must submit an annual management report to the Congress. This report must 
include, among other items, a statement on control systems by the head of the 
management of the corporation consistent with the requirements of the FMFIA. The 
corporation is required to provide the President, the Director of OMB, and the 
Comptroller General a copy of the management report when it is submitted to Congress.  
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Exhibit 1: Summary of A-123 reporting requirements 
 Definition9 Reporting 
Control Deficiency 
(FMFIA Section 2 and 
internal control over 
financial reporting) 

Control deficiencies exist when the design or 
operation of a control does not allow management 
or employees, in the normal course of performing 
their assigned functions, to prevent or detect 
misstatements on a timely basis.  A design 
deficiency exists when a control necessary to meet 
the control objective is missing or an existing 
control is not properly designed, so that even if the 
control operates as designed the control objective is 
not always met.  An operation deficiency exists 
when a properly designed control does not operate 
as designed or when the person performing the 
control is not qualified or properly skilled to 
perform the control effectively. 

 

Internal to the organization and not 
reported externally.  Progress against 
corrective action plans should be 
periodically assessed and reported to 
agency management. 

 

Reportable Condition 
(FMFIA Section 2 and 
internal control over 
financial reporting) 

FMFIA overall – A control deficiency, or 
combination of control deficiencies, that in 
management’s judgment, should be communicated 
because they represent significant weaknesses in 
the design or operation of internal control that 
could adversely affect the organization’s ability to 
meet its internal control objectives. 

Financial reporting - A control deficiency, or 
combination of control deficiencies, that adversely 
affects the entity’s ability to initiate, authorize, 
record, process, or report external financial data 
reliably in accordance with generally accepted 
accounting principles such that there is more than a 
remote10 likelihood that a misstatement of the 
entity’s financial statements, or other significant 
financial  reports, that is more than inconsequential 
will not be prevented or detected. 

Internal to the organization and not 
reported externally.  Progress against 
corrective action plans should be 
periodically assessed and reported to 
agency management. 

                                                 
9 The definition of control deficiency and definitions of reportable condition and material weakness relative 
to financial reporting are based upon the definitions provided in Auditing Standard No. 2 – An Audit of 
Internal Control Over Financial Reporting Performed in Conjunction with An Audit of Financial 
Statements issued by the Public Company Accounting Oversight Board (PCAOB). 
10 The term “remote” is defined in SFFAS No. 5, Accounting for Liabilities of the Federal Government, as 
the chance of the future event, or events, occurring is slight. 
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 Definition9 Reporting 
Material Weakness 
(FMFIA Section 2 and 
internal control over 
financial reporting) 

FMFIA overall - Reportable conditions in which 
the agency head determines to be significant 
enough to report outside of the agency. 

 

Financial reporting - Reportable condition, or 
combination of reportable conditions, that results in 
more than a remote11 likelihood that a material 
misstatement of the financial statements, or other 
significant financial reports, will not be prevented 
or detected. 

Material weaknesses and a summary of 
corrective actions shall be reported to 
OMB and Congress through the PAR 
(Management Report for Government 
Corporations).  Progress against 
corrective action plans should be 
periodically assessed and reported to 
agency management. 

 

 
Non-conformance 
(FMFIA Section 4) 

Instances in which financial management systems 
do not substantially conform to financial systems 
requirements.  Financial management systems 
include both financial and financially-related (or 
mixed) systems. 

Non-conformances and a summary of 
corrective actions to bring systems into 
conformance shall be reported to OMB 
and Congress through the PAR 
(Management Report for Government 
Corporations).  Progress against 
corrective action plans should be 
periodically assessed and reported to 
agency management. 

 

 

 
 
 

 

 

                                                 
11 The term “remote” is defined in SFFAS No. 5, Accounting for Liabilities of the Federal Government, as 
the chance of the future event, or events, occurring is slight. 
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APPENDIX A: INTERNAL CONTROL OVER FINANCIAL REPORTING 
 

TABLE OF CONTENTS 

I. Introduction 

II. Scope 

III. Assessing Internal Control over Financial Reporting 

IV. Documentation   

V. Management’s Assurance Statement on Internal Control over Financial 
Reporting 

VI. Correcting Material Weaknesses in Internal Control over Financial Reporting 

 

 

I. INTRODUCTION 

 
This Appendix provides a methodology for agency management to assess, document, and 
report on the internal controls over financial reporting.  This document also encourages 
an integrated approach to assessing the internal controls over financial reporting 
considering the current legislative and regulatory environment in which Federal entities 
operate.   
 

 
Effective internal control over financial reporting provides reasonable assurance that 

misstatements, losses, or noncompliance with applicable laws and regulations, material 
in relation to financial reports, would be prevented or detected.12

 
 
The Sarbanes-Oxley Act of 2002 required that management of publicly-traded companies 
strengthen their processes for assessing and reporting on the internal controls over 
financial reporting.   The passage of the Sarbanes-Oxley Act served as an impetus for the 
Federal government to reevaluate its current policies relating to internal control over 
financial reporting and management’s related responsibilities.  While the Sarbanes-Oxley 
Act created a new requirement for managers of publicly-traded companies to report on 

                                                 
12 The definition of effective internal control is based on the GAO/PCIE, Financial Audit Manual.
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the internal controls over financial reporting, Federal managers have been subject to 
similar internal control reporting requirements for many years.   
 
Federal agencies are subject to numerous legislative and regulatory requirements that 
promote and support effective internal control.  The Federal Managers’ Financial 
Integrity Act (FMFIA) of 1982 provides the statutory basis for management’s 
responsibility for and assessment of internal control.  In addition, the Chief Financial 
Officers Act (CFO Act) of 1990 requires agency CFOs to, “develop and maintain an 
integrated agency accounting and financial management system, including financial 
reporting and internal controls, which … complies with applicable … internal control 
standards…”  The Federal Financial Management Improvement Act (FFMIA) of 1996 
and OMB Circular No. A-127, Financial Management Systems also instruct agencies to 
maintain an integrated financial management system that complies with Federal system 
requirements, FASAB Standards, and the USSGL at the transaction level.  The Inspector 
General Act (IG Act) of 1978, as amended requires that IGs submit semiannual reports to 
the Congress on significant abuses and deficiencies identified during these reviews and 
the recommended actions to correct those deficiencies.  The GAO Government Auditing 
Standards (Yellow Book) and OMB Bulletin No. 01-02, Audit Requirements for Federal 
Financial Statements, as amended require auditors to test and report on internal control as 
part of a Federal agency financial statement audit, including a description of reportable 
conditions and material weaknesses in internal control over financial reporting.   
 
Recent government-wide initiatives have also contributed to improvements in financial 
management and placed greater emphasis on implementing and maintaining effective 
internal control over financial reporting.  These initiatives include aggressive OMB 
quarterly tracking of corrective actions for material weaknesses in internal control related 
to financial reporting, accelerated financial reporting due dates, and the emphasis on 
demonstrating the availability of timely and accurate financial management information 
for management decisions.   
 
The FMFIA and OMB Circular A-123 apply to each of the three objectives of internal 
control: effective and efficient operations, reliable financial reporting, and compliance 
with applicable laws and regulations.  While the standards of internal control shall be 
applied consistently toward each of the objectives, this Appendix, however, requires 
agencies to specifically document the process and methodology for applying the 
standards when assessing internal control over financial reporting.  This Appendix also 
requires management to use a separate materiality level when assessing internal control 
over financial reporting (See Appendix A Section II. Scope).  The agency head’s annual 
assurance statement on the effectiveness of internal control over financial reporting 
required by this Appendix is a subset of the assurance statement required under FMFIA 
on the overall internal control of the agency. 
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II.  SCOPE 
 
A. Objectives of Internal Control over Financial Reporting 
 
Internal control over financial reporting is a process designed to provide reasonable 
assurance regarding the reliability of financial reporting.  Reliability of financial 
reporting means that management can reasonably make the following assertions: 

 
• All reported transactions actually occurred during the reporting period and all 

assets and liabilities exist as of the reporting date (existence and occurrence); 
• All assets, liabilities, and transactions that should be reported have been included 

and no unauthorized transactions or balances are included (completeness); 
• All assets are legally owned by the agency and all liabilities are legal obligations 

of the agency (rights and obligations); 
• All assets and liabilities have been properly valued, and where applicable, all 

costs have been properly allocated (valuation); 
• The financial report is presented in the proper form and any required disclosures 

are present (presentation and disclosure);  
• The transactions are in compliance with applicable laws and regulations 

(compliance);  
• All assets have been safeguarded against fraud and abuse; and 
• Documentation for internal control, all transactions, and other significant events is 

readily available for examination. 
 
 
B. Definition of Financial Reporting 
 
Internal control over financial reporting should assure the safeguarding of assets from 
waste, loss, unauthorized use, or misappropriation as well as assure compliance with laws 
and regulations pertaining to financial reporting.  Financial reporting includes annual 
financial statements of an agency as well as other significant internal or external financial 
reports.  Other significant financial reports are defined as any financial reports that could 
have a material effect on a significant spending, budgetary or other financial decision of 
the agency or that is used to determine compliance with laws and regulations on the part 
of the agency.  An agency needs to determine the scope of financial reports that are 
significant, i.e., which reports are included in the assessment of internal control over 
financial reporting.   In addition to the annual financial statements, significant reports 
might include: quarterly financial statements; financial statements at the operating 
division or program level; budget execution reports; reports used to monitor specific 
activities such as specific revenues, receivables, or liabilities; reports used to monitor 
compliance with laws and regulations such as the Anti-Deficiency Act, etc.   
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C. Planning Materiality 

Materiality for financial reporting is the risk of error or misstatement that could occur in a 
financial report that would impact management’s or users’ decisions or conclusions based 
on such report.  The planning materiality for the assessment should be designed as to 
ensure that items required to be reported will be detected.  Therefore, the planning 
materiality should be at a lower threshold than the reporting materiality as defined below.  
Materiality should be determined for each financial report included in the scope of the 
assessment.   Materiality may differ from report to report.  Materiality shall be considered 
when determining the extent of testing or work required to assess internal control over 
financial reporting as well as what deficiencies should be reported.  Management must 
determine whether the internal controls over a financial report is sufficient to prevent or 
detect errors or misstatements that would be considered material for a specific financial 
report.  Therefore, the extent of work performed and reporting threshold for control 
deficiencies must be determined on a report by report basis.  Additionally, agencies 
should consider qualitative as well as quantitative measures to determine material items. 
 
D. Definition of Deficiencies13

A control deficiency exists when the design or operation of a control does not allow 
management or employees, in the normal course of performing their assigned functions, 
to prevent or detect misstatements on a timely basis.  A design deficiency exists when a 
control necessary to meet the control objective is missing or an existing control is not 
properly designed, so that even if the control operates as designed the control objective is 
not always met.  An operation deficiency exists when a properly designed control does 
not operate as designed or when the person performing the control is not qualified or 
properly skilled to perform the control effectively. 

A reportable condition is a control deficiency, or combination of control deficiencies, that 
adversely affects the entity’s ability to initiate, authorize, record, process, or report 
external financial data reliably in accordance with generally accepted accounting 
principles such that there is more than a remote14 likelihood that a misstatement of the 
entity’s financial statements, or other significant financial  reports, that is more than 
inconsequential will not be prevented or detected.   
 
A material weakness in internal control is a reportable condition, or combination of 
reportable conditions, that results in more than a remote15 likelihood that a material 
misstatement of the financial statements, or other significant financial reports, will not be 
prevented or detected.  Material weaknesses in internal control over financial reporting 
shall be included in the annual FMFIA report, but separately identified. 
                                                 
13 The definition of control deficiency and definitions of reportable condition and material weakness 
relative to financial reporting are based upon the definitions provided in Auditing Standard No. 2 – An 
Audit of Internal Control Over Financial Reporting Performed in Conjunction with An Audit of Financial 
Statements issued by the Public Company Accounting Oversight Board (PCAOB). 
14 The term “remote” is defined in SFFAS No. 5, Accounting for Liabilities of the Federal Government, as 
the chance of the future event, or events, occurring is slight. 
15 Ibid. 
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A summary of the above definitions and corresponding reporting requirements are 
summarized in Exhibit 1.   
 

 
 

III. ASSESSING INTERNAL CONTROL OVER FINANCIAL REPORTING 
 

 
A. Establish a Senior Assessment Team 
 
The success of an agency's assessment will depend in large part on who will be 
responsible to carry out or direct the assessment.  Given the significance and breadth 
of the assessment, a senior assessment team should be established that includes senior 
executives and derives its authority and support from the head of the agency or the 
Chief Financial Officer.  The senior assessment team could be a subset of the Senior 
Management Council.  The senior assessment team could take many forms, such as a 
financial management improvement committee.  The senior assessment team, at a 
minimum, should provide oversight of the assessment process and is responsible for: 
 
• Ensuring that assessment objectives are clearly communicated throughout the 

agency; 
• Ensuring that the assessment is carried out in a thorough, effective, and timely 

manner; 
• Identifying and ensuring adequate funding and resources are made available; 
• Identifying staff and/or securing contractors to perform the assessment; 
• Determining the scope of the assessment, i.e., those financial reports covered by 

the assessment; and 
• Determining the assessment design and methodology. 
 
B. Evaluate Internal Control at the Entity Level 
 
Internal control at the entity level refers to those elements of the five components of 
internal control that have an overarching or pervasive effect on the agency.    Specific 
elements of internal control that should be evaluated at this level are discussed below. 
 

1. Control Environment 
 
The assessment should include obtaining a sufficient knowledge of the control 
environment to understand management's attitude, awareness, and actions 
concerning the control environment.  The assessment should consider the 
collective effect on the control environment, since management's strengths and 
weaknesses can have a pervasive effect on internal control.  Specific elements of 
the control environment that should be considered include: 
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• Integrity and ethical standards 
• Commitment to competence 
• Management philosophy and operating style 
• Organizational structure 
• Assignment of authority and responsibility 
• Human resource policies and practices 
 
2. Risk Assessment 
 
The assessment should include obtaining sufficient knowledge of the agency's 
process on how management considers risks relevant to financial reporting 
objectives and decides about actions to address those risks.  The assessment 
should determine how management identifies risks, estimates the significance of 
risks, assesses the existence of risks in the current environment, and relates them 
to financial reporting.  The results of this assessment at the agency-wide level will 
drive the extent of testing and review performed at the process, transaction, or 
application level.  Some significant circumstances or events that can affect risk 
include: 
 
• Complexity or magnitude of programs, operations, transactions, etc; 
• Accounting estimates; 
• Related party transactions; 
• Extent of manual processes or applications; 
• Decentralized versus centralized accounting and reporting functions; 
• Changes in operating environment; 
• New personnel or significant personnel changes; 
• New or revamped information systems; 
• Significant new or changed programs or operations; 
• New technology; and 
• New or amended laws, regulations, or accounting standards. 
 
3. Control Activities 
 
Control activities are the policies and procedures that help ensure that 
management directives are carried out and that management's assertions in its 
financial reporting are valid.  The assessment should include obtaining an 
understanding of the control activities applicable at the entity level, such as: 
 
• Policies and procedures; 
• Management objectives (clearly written and communicated throughout the 

agency); 
• Planning and reporting systems; 
• Analytical review and analysis; 
• Segregation of duties; 
• Safeguarding of records; and  

 25

Internal Control - 143



OMB Circular A-123, Management’s Responsibility for Internal Control 
 

• Physical and access controls. 
 
4. Information and Communication 
 
The assessment should include obtaining an understanding of the information 
system(s) relevant to financial reporting.  Such an understanding should include: 
 
• The type and sufficiency of reports produced; 
• The manner in which information systems development is managed; 
• Disaster recovery; 
• Communication of employees' control related duties and responsibilities; and 
• How incoming external communication is handled. 
 
5. Monitoring 
 
The assessment should include obtaining an understanding of the major types of 
activities the agency uses to monitor internal control over financial reporting, 
including the source of the information related to those activities, and how those 
activities are used to initiate corrective actions.  Several examples include: 
 
• Self assessments by management; 
• Evaluations by the IG or external auditor; and 
• Direct testing. 

 
C. Evaluate Internal Control at the Process, Transaction, or Application Level 

1. Determine Significant Accounts or Groups of Accounts 

For each financial report identified in the scope of the assessment, identify those 
accounts or groups of accounts that individually or collectively could have a 
material effect on the financial report.  Agencies should consider qualitative as 
well as quantitative measures to determine material items. 

2. Identify and Evaluate the Major Classes of Transactions 

For each significant account or group of accounts, identify the major classes of 
transactions that materially affect those accounts.  In identifying transactions, 
specifically consider whether a class of transactions is routine, non-routine, or 
represents an accounting estimate.  This type of classification can help the senior 
assessment team identify the inherent risk and the controls necessary to 
adequately mitigate such risks.  The assessment should include obtaining an 
understanding of the specific processes and document flow involved in each class 
of transactions.  Thoroughly understanding the processes and document flow will 
help in understanding where errors could occur and what control objectives and 
techniques may prevent or detect those errors. 
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3. Understand the Financial Reporting Process 

Obtaining an understanding of the process and workflow that links the accounting 
system to the financial report(s).  Often times, financial information is not directly 
transferable from the accounting system to the financial report, but requires 
intervening calculations, summarizations, etc.  This represents another point 
where errors can be introduced into the financial report, and it is important to 
understand where such errors could occur and what control objectives and control 
techniques can prevent or detect these errors. 

4. Gain an Understanding of Control Design to Achieve Management's 
Assertions 

Prepare a control evaluation(s) for each significant account or group of accounts 
that aligns specific controls with management's assertions for each account or 
group of accounts.  An individual assessment of the potential effectiveness of the 
design of the controls for each account or group of accounts should be made 
considering the risk of error and the controls that are designed and in place to 
prevent or detect such errors.   Assessing the effectiveness of the design of a 
control is concerned with whether the control is suitably designed to prevent or 
detect a material error related to an account or group of accounts.  Procedures to 
obtain such evidential matter ordinarily include inquiries of appropriate agency 
personnel; inspection of documents, reports, or electronic files; and observation of 
the application of specific controls.  This is sometimes referred to as a "walk-
through" and helps the senior assessment team ensure its understanding of the 
controls.  An assessment of the control design should identify controls as 
effective, moderately effective, or not effective. 

5. Controls Not Adequately Designed 

If a control over a significant account or group of accounts is missing or its design 
is determined to be not effective considering the associated risk of error, the 
senior assessment team does not need to test this control for the purpose of 
concluding on control effectiveness.  This instance should be noted in the report 
of deficiencies and suggestions for improvement.  However, management may 
nevertheless seek to further test affected transactions to determine if there was any 
actual loss, fraud, error, improper payment, or noncompliance resulting from 
those ineffective controls.   

6. Test Controls and Assess Compliance to Support Management's 
Assertions 

For those controls whose design is deemed effective or moderately effectively, the 
senior assessment team should test those controls to determine the extent to which 
the controls were applied, the consistency of their application, and who applied 
them.  Tests of controls ordinarily include procedures such as inquiries of 
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appropriate agency personnel; inspection of documents, reports, or electronic 
files, indicating performance of the control; observation of the application of 
specific control; and reperformance of the application of the control by the senior 
assessment team.  If testing indicates that a significant control is not operating as 
designed, it should be reported as a deficiency. 

D. Overall Assessment of the Design and Operation of Internal Control over 
Financial Reporting 

The final step in the assessment is an overall conclusion as to the design and 
operation of the internal controls over financial reporting based on the assessments at 
the entity level and the process, transaction, or application level.  The overall 
assessment should conclude whether the internal controls over financial reporting are 
operating effectively or whether material weaknesses exist in the design or operation.  
A template for the Statement of Assurance can be found in Exhibit 2. 

E. Reliance on Other Work to Accomplish Assessment 

The assessment of internal control over financial reporting should be coordinated 
with other activities to avoid duplication of efforts with similar activities.  For 
example, agencies are required to perform reviews of financial systems under FFMIA 
or information security under FISMA.  Reviews performed by management, or at 
management’s direction, may be used to help accomplish this assessment.  
Management may consult with the agency IG to plan and coordinate related work.  
The IG may be involved in a consulting capacity but shall not conduct management’s 
assessment of internal controls over financial reporting. 

Control weaknesses at a service organization could have a material impact on the 
controls of the customer organization.  Therefore, management of cross-servicing 
agencies will need to provide an annual assurance statement to its customer agencies 
in advance to allow its customer agencies to rely upon that assurance statement.  
Management of cross-servicing agencies shall test the controls over the activities for 
which it performs for others on a yearly basis.  These controls shall be highlighted in 
management’s assurance statement that is provided to its customers.  Cross-servicing 
and customer agencies will need to coordinate the timing of the assurance statements. 

 

 

IV.  DOCUMENTATION 

A. Documenting Internal Control over Financial Reporting 

The senior assessment team should document its understanding of the agency's internal 
control over financial reporting.  The form and extent of documentation depends in part 
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on the nature and complexity of the agency's controls, the more extensive and complex 
the controls, the more extensive the documentation.  Documentation may be electronic, 
hard copy format, or both and be readily available for examination.  Documentation 
could include organizational charts, flow charts, questionnaires, decision tables, or 
memoranda.  Documentation may already exist as part of normal agency policy or 
procedure; however, the senior assessment team should separately identify, verify, and 
maintain the documentation it uses in making its assessment.  The documentation 
prepared by internal or external auditors may also be used, but again, the senior 
assessment team must take responsibility and verify and maintain that documentation.  
Documentation should also include appropriate representations from officials and 
personnel responsible for monitoring, improving and assessing internal controls.  After an 
initial assessment, subsequent assessments may focus on updating existing 
documentation.  All documentation and records shall be properly managed and 
maintained; therefore, agencies will need to establish, or review existing retention 
policies for documentation (paper and electronic media). 

B. Documenting the Assessment of Effectiveness 

The senior assessment team must also document the assessment process of internal 
control over financial reporting, including: 

• The establishment of the senior assessment team, its authority and members; 
• Contracting actions if contractors are used to perform or assist in the assessment; 
• Communications with agency management and employees regarding the 

assessment; 
• Key decisions of the senior assessment team; 
• The assessment methodology and guide; 
• The assessment of internal control at the entity level; 
• The assessment of internal control at the process, transaction, or application level; 
• The testing of controls and related results; and 
• Identified deficiencies and suggestions for improvement. 

The documentation may be electronic, hard copy format, or both, and should be available for review.  
Documentation should also include appropriate representations from officials and personnel responsible 
for monitoring, improving and assessing internal controls.   

 

 

V.  MANAGEMENT’S ASSURANCE STATEMENT ON INTERNAL CONTROL 
OVER FINANCIAL REPORTING 

An agency’s management is required to include an assurance statement on the internal 
controls over financial reporting in its annual Performance and Accountability Report as 
described in Section VI. Reporting on Internal Control.  This statement is management’s 
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assessment of the effectiveness of the agency’s internal control over financial reporting as 
of June 30 of that fiscal year (see Exhibit 2).  This assurance statement is required to 
include the following: 

• A statement of management's responsibility for establishing and maintaining 
adequate internal control over financial reporting for the agency. 

• A statement identifying the OMB Circular A-123, Management’s Responsibility 
for Internal Control as the framework used by management to conduct the 
assessment of the effectiveness of the agency’s internal control over financial 
reporting. 

• An assessment of the effectiveness of the agency’s internal control over financial 
reporting as of June 30, including an explicit conclusion as to whether the internal 
controls over financial reporting are effective. 

• If a material weakness is discovered by June 30, but corrected by September 30, a 
statement identifying the material weakness, the corrective action taken, and that 
it has been resolved by September 30.  

• If a material weakness is discovered after June 30, but prior to September 30, the 
statement identifying the material weaknesses should be updated to include the 
subsequently identified material weakness. 

In its assurance statement on the internal controls over financial reporting, management is 
required to state a direct conclusion about whether the agency’s internal controls over 
financial reporting are effective.  The statement must take one of the following forms:   

o Unqualified statement of assurance (no material weaknesses reported);  
o Qualified statement of assurance, considering the exceptions explicitly 

noted (one or more material weaknesses reported); or  
o Statement of no assurance (no processes in place or pervasive material 

weaknesses).  

Management is precluded from concluding that the agency’s internal control over 
financial reporting is effective if there are one or more material weaknesses.  
Management must make the final determination with regard to what constitutes a material 
weakness.  Management is required to disclose all material weaknesses that exist as of 
June 30 of the current fiscal year. 

Management may be able to accurately represent that internal control over financial 
reporting, as of June 30 of the agency’s current fiscal year, is effective even if one or 
more material weaknesses existed during the period. To make this representation, 
management must have implemented improvements in internal control over financial 
reporting to mitigate the material weaknesses and have satisfactorily tested the 
effectiveness over a period of time that is adequate for it to determine whether, as of June 
30 of the current fiscal year, the design and operation of the internal controls over 
financial reporting are effective. 
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A. Agencies Obtaining Audit Opinions on Internal Control 

This Circular does not require a separate audit opinion on internal control over financial 
reporting.  Agencies may at their discretion elect to receive an audit opinion on internal 
control over financial reporting.  Agencies electing to receive an audit opinion on internal 
control over financial reporting may adjust the “as of” reporting date of June 30 to 
coincide with the “as of” date of the audit opinion on internal control.   Refer to 
Appendix A Section VI. Correcting Material Weakness in Internal Control over Financial 
Reporting for special circumstances requiring an opinion level of assurance. 

 

 

VI. CORRECTING MATERIAL WEAKNESSESS IN INTERNAL CONTROL 
OVER FINANCIAL REPORTING 

Each agency shall establish systems to assure the prompt and proper resolution and 
implementation of corrective action on identified material weaknesses.  These systems 
shall provide for a complete record of action taken on the material weaknesses identified.  
Management’s process for resolution and corrective action of the identified material 
weaknesses in the internal controls over financial reporting must also meet the standards 
listed in Section V. Correcting Internal Control Deficiencies. 
 
If the agency cannot meet the deadlines outlined in the approved corrective action plan, 
OMB may, at its discretion, require the agency to obtain an independent audit opinion of 
their internal control over financial reporting as part of their financial statement audit. 
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Exhibit 2: Sample Annual Assurance Statement on Internal Control over Financial 
Reporting 
Fiscal Year 2xxx 
 
Annual Assurance Statement on Internal Control over Financial Reporting 
 
The [Agency’s] management is responsible for establishing and maintaining effective 
internal control over financial reporting, which includes safeguarding of assets and 
compliance with applicable laws and regulations.  The [Agency] conducted its 
assessment of the effectiveness of the [Agency’s] internal control over financial reporting 
in accordance with OMB Circular A-123, Management’s Responsibility for Internal 
Control.  Based on the results of this evaluation, the [Agency] can provide reasonable 
assurance that internal control over financial reporting as of June 30, 2xxx was operating 
effectively and no material weaknesses were found in the design or operation of the 
internal controls over financial reporting. 
 
____________________________________ 
Head of the Agency 
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